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1.1

1.2

1.3

1 General
1.1 Purpose of this user manual

General

Purpose of this user manual

This user manual contains the information needed in order to connect Eaton Automation automation
components to Galileo communications.

This user manual goes over the necessary installation and configuration steps. It does not, however,
go over the corresponding operating system or application software.

Providing feedback on this user manual

If you have any comments, recommendations, or suggestions regarding this user manual, please
send them to automation@eaton.com.

Additional documentation

The following documents may also come in handy.

The following documents may be helpful in the use of the device in addition to this document. These
can be downloaded from our home page (www.eaton.eu):

MN05010007Z

System description Windows CE
MN05010009Z

System Description — Networks in Brief
MN05003003E
Eaton Logic Controller - Programming Manual
MN05003006E
Eaton Logic Controller — Operation Manual
AP048003EN
Product Application — Galileo Training: ELC Driver and Tag Import
MN04802060Z

SIMATIC S7 PG Router User Manual
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2.1

2141

2 Windows
2.1 Microsoft Loopback Adapter

Windows

Microsoft Loopback Adapter

Installation of the Microsoft Loopback Adapter

The following description shows how to install a Loopback adapter within Windows. The shown
screen shots are taken from a Windows 7 system.

1. Open the “Add Hardware Wizard”, either via the Control Panel or via the “Run” dialog
(“Start” = “Accessories” = “Run”, or Win+R) and then type *hdwwiz”. Click on “Next”.

2. The dialog as shown in Fig. 1 appears. Check “Install the hardware that | manually select
from a list” and click on “Next”.

The wizard can help you install other hardware

The wizard can search for other hardware and automatically install it for wou, O, if you
know exactly which hardware model you want to install, wou can select it from a list.

What do you want the wizard to do?

i~ Search for and install the hardware automatically (Recormmended)

" Install the hardware that T manually select from a list (Advanced)

< Back I Mest » I Cancel

Fig. 1 Add a new hardware

3. Scroll down and select the “Network adapters” in the list, as shown in Fig. 2, then press
“Next”.
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2 Windows
2.1 Microsoft Loopback Adapter

From the list below. select the type of hardware you are installing

If you do not see the hardware category you want, click Show &1 Devices,

Common hardware types:

fInfrared devices ;I
gMedia Center Extender

ElMemory technology driver

= rodems J
1;% fulti-port serial adapters

Lo etwork adapters
EIPCMCIA adapters
K Portable Devices
" Ports (COM & LPT) d|

< Back I Mest = I Cancel |

Fig. 2 Selecting hardware type to be installed

4. On the left side in the “Manufacturer” section select “Microsoft” and choose on the right side
the “Microsoft Loopback Adapter”, as displayed in Fig. 3. Then press “Next”.

Select Metwork Adapter
“which nebwork, adapter do you want to install?

‘. Click the Metwork Adapter that matches wour hardware, then click OF, If ywou have an
e installation disk for this feature, click Hawe Disk.

Manufacturer I;I Metwork Adapter: I;I
Intel Sl Microsaft IP-HTTPS Platform Adapter
Intel Corporation SIMicrosoft ISATAP Adapter

lune Fabrics Technology Inc, apter J
Microsoft S Microsoft Teredo Tunneling Sdapter
Samsuna Electronics LI =l Microsoft irtual Machine Bus Metwark Adanter LI

@ This driver is digitally signed. Hawe Disk... |

Tell me why driver signing is imporant

¢ Back I Mest » I Cancel |

Fig. 3 Select the hardware to be installed

5. The confirmation dialog as shown in Fig. 4 appears. Click “Next’.
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2 Windows

2.1 Microsoft Loopback Adapter

The wizard iz ready to install your hardware

Hardwsare to install:

L. :
cam Microsoft Loopback Adapter

To start installing your new hardware, click Mesxt,

< Back

Cancel

Fig. 4 Loopback Adapter installation confirmation dialog

6. After successful installation the dialog as shown in Fig. 5 is displayed. Press the “Finish”

button to close the installation wizard.

Completing the Add Hardware Wizard

The following hardware was installed:

;. tdicrosoft Loopback Adapter
_‘_

To close this wizard, click Finish.

Windows has finished installing the software for this dewvice,

¢ Back

LCancel

Fig. 5 Dialog confirming successful Loopback Adapter installation
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21.2

2 Windows
2.1 Microsoft Loopback Adapter

Configuration of the Microsoft Loopback Adapter

1. To configure the Loopback Adapter open the “Network Connections”. This is done by either
open the “Control Panel” then go to “Network and Sharing Center”, then to “Change
adapter settings”, or open the “Run” dialog (Win+R) and type “ncpa.cpl’.

2. Open the “Properties” dialog of the connection labeled “Local Area Connection”. The dialog
as shown in Fig. 6 appears.

@ Local Area Connection Properties 5[

Networking | Authentication | Sharing I

Connect using:

I E@ Microzoft Loopback Adapter

This connection uses the fallawing items:

jC -
.@ Trend Micro Lightw/eight Filker Driver

SVMware Bridge Protocol

.@ Microzoft Metwork, Monitar 3 Driver

g\iirtual PC Metwark Filter Driver

431 05 Packet Scheduler

.@ File and Printer Sharing for Microsoft Wetwarks _ILI
1] | ¥

Install... | Uninztall | Froperties |
— Description
Ailloves your computer to access resources on a Microzoft
network.
ak. Cancel

Fig. 6 Properties dialog for the “Local Area Connection”

3. Uncheck all items expect “Internet Protocol Version 4 (TCP/IPv4)”.
4. Go to the properties of “Internet Protocol Version4 (TCP/IPv4)”.

5. Enter an IP address from the private IP address range which is always immediately
available, even if a network cable is not plugged into the target system. An example is
shown in Fig. 7.

Communications 01/2018 MN048019ZU-EN  www.eaton.com 11



2 Windows
2.2 Adding a Second IP Address to a Network Adapter

Internet Protocol Yersion 4 (TCP,/IP¥4) Properties 2| x|

General

‘You can get IP settings assigned autarmatically if vour network supparts
this capabilicy, Otherwise, vou need to ask yaour netwark administrataor
for the appropriate IP settings.

' Cbtain an IP address automatically

—1% se the following IP address:
IP address: 172 .16 ., 0 151

Subret mask: 255,255, 0 .0

Default gateway: I . . .

€ Gbtain DHE server address automatically

—1% sg the Following DMS server addresses:

Preferred DMNS server; I . . .
Alkernate DS server: I ) ) .

I™ validate settings upan exit Advanced. . |

Cance| |

Fig. 7 The “Internet Protocol Version 4 (TCP/IP)” properties dialog for the “Local Area Connection”

6. Confirm the inserted data by clicking “OK”.

2.2 Adding a Second IP Address to a Network Adapter

1. Open the “Network Connections”, as described in section 2.1.2.

2. Then open the “Properties” dialog of the Network Adapter to which one wants to add the
second IP address.

3. Inthe item list of the “Properties” dialog select the “Internet Protocol Version 4 (TCP/IPv4)”
and click on “Properties”. A dialog similar to the one shown in Fig. 7 appears.

4.  Click on the “Advanced...” button. Then the dialog “Advanced TCP/IP Settings” opens,
similar to the image shown in Fig. 8.

12 Communications 01/2018 MN048019ZU-EN  www.eaton.com



2 Windows
2.2 Adding a Second IP Address to a Network Adapter

Advanced TCP/IP Settings gid |

1P Settings |ons | wins |

—IP addresses

IP address | Subnet mask
172.16.0.151 255.255.0.0
Add. .. | Edit. .. Remoyve |

—Defaule gateways:

Gakewa | Mektric |

Add. .. | Edit. .. Remove |

v Automatic metric

Inberface metric: I

oK I Cancel

Fig. 8 Advanced properties settings of a Network Adapter

5. Click on the upper “Add...” button.

6. Add in the opening dialog, labelled as “TCP/IP Address”, the new IP address and subnet
mask pair. Then confirm with the “Add” button. The added IP address should now appear
also in the dialog shown in Fig. 8.

7. Confirm all dialogs with “OK”.

2.21 Verifiying the Second IP Address Is Used

In order to check that a second IP address was successfully added, one can run the “ipconfig”
command within a cmd shell, as shown in Fig. 9.

ndows" system32, cmd.exe
C=s>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IPud Addre 172 .16.8.151
Subnet Mask . 255.255.8.8
IPu4 Address. 172 .16.8.152
Subnet Mask 255.255.8.8
Default Gateway

Fig. 9 Example print out of “ipconfig” command
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2 Windows
2.2 Adding a Second IP Address to a Network Adapter
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3 Hardware
2.2 Adding a Second IP Address to a Network Adapter

Hardware

For information on installation, wiring, and commissioning, please refer to the operator manuals for
the devices.
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4 Licensing
4.1 General

Licensing

For information on installation, wiring, and commissioning, please refer to the operator manuals for
the devices.

General

The panels feature an integrated licensing system. Each function used will require a certain number
of license points. Moreover, certain device models will already come with a specific number of license
points. The current number of license points will be shown when the panel is started, as well as in the
System Information dialog box.

Note:

Licensing is only required for advanced/optional functionalities! Licenses must be added
specifically for each individual device, i.e., the activation code provided by the distributor will
only work on the MICRO PANEL with the appropriate serial number!

License Administrator

License Administrator 2.12.1

Setial | 042600000045

Poinks | 100

“hange License

\ikhdr avan:

40 (Timer)
Rejected:

100 (3RS Runkime 0

Fig. 10 License Administrator

License Administrator can be used to add license points to a device.
Serial: Shows the device's serial number. This number is printed on the device's nameplate.
Points: This field will show the number of device license points currently installed.

Change License: If you press this button, a keypad that can be used to manually enter an activation
code will appear. Please refer to the How to add license points section as well.
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41.2

4 Licensing
4.1 General

Display pane
This field will show the applications and drivers that are currently running and that require license
points. Within this context, "Withdrawn" and "Rejected" mean the following:

Withdrawn This is the number of license points being used by the applications

shown.
Rejected The system does not have enough license points for the applications shown.
Note:

License points being used by an application will remain unavailable even after the application
is closed, i.e., they will not become available again until the device is restarted. License points
cannot be removed from a device.

How to add license points

With a license product certificate:

Fill out the license product certificate completely. All other information needs to be gathered from the
license product certificate. After this, you will be sent an e-mail with the activation code corresponding
to your order. This e-mail will also include a description of how to activate the points on your device.
The License Administrator section shows one way to activate these points.

Without a license product certificate:
Please contact your panel's distributor. The following information will be required in order to place a
license point order:

e The functionalities you want

e The serial numbers for all the panels to which you want to add license points

Note:
You can find the serial number on the device's nameplate, as well as in the System
Information and License Administrator dialog boxes.
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4 Licensing
4.1 General

Overview showing the license points required for various functionalities

Communication

Licence points

Panel PC
Allen Bradley - Logix — DF1 40 40
Allen Bradley — Logix — EtherNet/IP 40 40
Allen Bradley — SLC 5/03 — MicroLogix — DF1 40 40
Beckhoff — TwinCAT TCP/IP 80 80
CODESYS V2 40! 80
CODESYS V3 402 80
ELC generic ASCII 40 40
ELC generic RTU 40 40
ELC generic TCP 40 40
ELC-PV ASCII 40 40
ELC-PVRTU 40 40
ELC-PV TCP 40 40
Modbus ASCII 40 40
Modbus RTU 40 40
Modbus TCP 40 40
Persistent Tag Storage
Siemens - Industrial Ethernet 40 40
Siemens — MPI 40 -
Siemens — PPI 40 -
Siemens — S7 Profibus Standard Profile 40 -
Universal protocol - TP3 40 40

Tab.1 Overview showing the license points required for the various communication options

' Points are only deducted if the PLC is not running locally
2See 1
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5 CODESYS V2 communication
5.1 Function principle

CODESYS V2 communication

Function principle

The CODESYS V2 programming tool generates a symbol file that needs to be transferred to the PLC
being used.

When it starts, GRS will read this symbol file from the PLC and use it to assign symbolic addresses to
the tags in the PLC.

It is important to make sure that the tags in the PLC and in Galileo are declared with the same
address and that their data types match. Moreover, structures and arrays must have the exact same
structure.

Addresses are assigned (syntax) based on standard IEC 61131-3, and all common data types are
supported, e.g.:

<tag>

<tag>.<arrayindex>[]

<struct>.<tag>

<struct>.<tag>.<arrayindex>[]

<prog>.<tag>

<prog>.<tag>.<arrayindex>[]

<prog>.<struct>.<tag>

<prog>.<struct>.<tag>.<arrayindex>[]

Note:

It is no longer necessary to output field components for arrays in the PLC project's symbol
configuration. Outputting the group entries is sufficient. This can reduce the symbol file's size
significantly, resulting in faster data synchronization and more efficient space usage.

Communication via Ethernet

To ensure efficient commissioning, you will need to set up a small network as illustrated in the
following diagram:

192.168.1.20

Ethernet

|
1

192.168.1.86 192.168.1.87

S}
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5 CODESYS V2 communication
5.1 Function principle

Note: The IP addresses used here are only an example! What is important is for each
individual device to be assigned its own unique IP address.

The following software must already be installed on your computer, and you must be familiar with its
use:

- CODESYS V2 PLC programming software

- Galileo HMI visualization software

For information on the required IP address and subnet mask settings, please refer to the
documentation for PLC you are using.

Connection test

Use the "PING.EXE" command prompt command to make sure that every network node can be
reached.

= Run o E3
—  Typethe name of a program, folder, document, or Internet

resource, and Windows will epen it for you.

Open: | -
¥ This task will be created with administrative privileges.

|- OK | | Cancel | | Browse...
Fig. 11 Pinging an address
B CAWindows\system32\ping.exe |£|Eli:—hj

m| s

Pinging 192.168.11.1 with 32 bhytes of data:
Reply from 172.168.11.1: bhytes=32 time<ims TTL=12§
Reply from 192 .168.11.1: bhytes=32 time<ims TTL=128

Fig. 12 Ping dialog box
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5 CODESYS V2 communication
5.2 Supported data

If the connection is working properly, the PLC and the HMI will respond as shown in the screenshot
above, but with the actual IP address being used.

Supported data

Data Type

Declare the tags on the "CODESYS V2" using a supported data type:

Data type Comment

BOOL -

SINT -

USINT, BYTE The communication server does not distinguish between USINT and BYTE.

INT -

UINT, WORD The communication server does not distinguish between UINT and WORD.

DINT -

UDINT, DWORD The communication server does not distinguish between UDINT and
DWORD.

REAL -

STRING -

TIME TIME is mapped to DWORD on the client.

DATE DATE is mapped to DWORD on the client.

TIME_OF_DAY TIME_OF_DAY is mapped to DWORD on the client.

DATE_AND_TIME  DATE_AND_TIME is mapped to DWORD on the client.

Subrange types Limits need to be defined manually on the client.

Enumerated types

Keep the enumeration's underlying data type in mind (default: INT). If a value
that is not defined in the enumerated type is written, it will not be captured.

Tab.2 Supported data types

The following primitive data types are not supported as of this writing:

(&~ = LREAL
m POINTER

m REFERENCE

Arrays

Multi-dimensional arrays of primitive data types must be declared as several single-dimensional
arrays. The higher dimensional indices are added comma separated in brackets to the variable name
or the <tag> part of the address.
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Variablen n || Eigenschaften "arr3Dim_Global[0,4] i |
arr3D X Grenzwerte w
« |9 0: CODESYS V2 -
» W arr3Dim_Global[0, 1] [2..5] Variablen-Adresse -~
W 3Dim_Global[0,10] [2..5 . .
¥ arr3Dim_Globai 112.9] MAktlh’ Syntax  <tag=%s.<array index=[%d «

13

v W arr3Dim_Global[0,2] [2..5]

b W arr3Din_Globall0, ] [2..5] arom Gobal0, 4
» W iarr3Dim_Global[0,4] [2..5] <tag> arr30im_Global[0,4]
b W arr3Dim_Global[0,5] [2..5] <array index: 2

b W arr3Dim_Global[0,6] [2..5] 5td, Name W

b W arr3Dim_Global[, 7] [2..5] 5td. Array Index W

» W arr3Dim_Global[0,8] [2..5]
13
13
13
13
13
13
13

W arr3Dim_Global[0,9] [2..5]
W arr3Dim_Global[1,1] [2..5]
W arr3Dim_Global[1,10] [2..5] J /] Lesen beim Aufstarten /] Lesen bei Bedarf

W arr3Dim_Global[1,2] [2..5] W Pollend - e
W arr3Dim_clobal[1,3] [2..5] PE=n P =R >
W arr3Dim_Global[1,4] [2..5] ! schreiben bei Bedarf

w arr3Dim_Global[1,5] [2..5]

uadiquaq?q@ | LE|gE e, :? | umsewg

=

Fig. 13 Multi-dimensional array

One or more dimensional arrays of structures or strings must be declared as single elements. The
indices are added comma separated in brackets to the variable name or the <tag> part of the
address.

Variablen 1 || Eigenschaften 'arr10_GetriebeMotor[0]' n
arrld || variablen-adresse ~
~ [® 0: CODESYS V2
= v T arrl0_GetriebeMotor[0] W] Aletiv Syntax | =struct>%es h
v
— P T arrig—iezese:oir[? <struct= arr 10_GetriebeMotor [0]
* ¥ T arrl10_GetricbeMotor[3] T E
4 v T arr1l_GetriebeMotor[4]
E v T arrld_GetriebeMotor[5]
= v T arri0_GetriebeMotor[&]
3 v T arril_GetriebeMotor[7]
—‘ v T arri0_GetriebeMotor[3]
@ » T ari0_GetrieheMotor[3] (A1 acan haim Aifctartan K211 acan hai Badarf

Fig. 14 Array of structures

Importing tags

Galileo supports the import of tags from CODESYS V2 Symbol tables using the XML format
(*.sym_xml). Symbol tables must always be generated with the export data entries option from
CODESYS V2 enabled.

User-defined data types are generated automatically and all supported data gets imported.
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5 CODESYS V2 communication
5.4 Set up communication to CODESYS V2 device

In case of a re-import already existing tags will be merged with new tags based on their addresses. If
the merging based on the addresses fails the tag names are considered as well.

Set up communication to CODESYS V2 device

Select Communication

Open Galileo and create a new project for your PANEL.

PLC Selection & Configuration

[Select additional communication]

Selectsd communications:
Model
0 | Persistent Tag Storage
1 | A Bradley - Mirologix - EtherNet/IP
2 Siemens - Industrial Ethernet
3 |CODESYSV2
Information:

- Port Number: 1200 (default), 5000 (ELAU)
- Level: 2 (Level Zroute, nologin), 4 (Level 4, no login)

- Startup Delay [s]: Startup delay in seconds up to the first communication with the PLE.

Interface Desaription
Local GRs-Local
Ethemnet
Ethemnet
Ethernet

PLC Parameters:
Level (2,4):

- IP address or Hostname: Refer to the "Windows CE' documentation for further information about the network name resolution. Port Number:

CoDeSys Target Settings: Download Symbol File

Status Refresh [s]: 10 %

Break [ms]:

Startup Delay [s]: 10 %
DATE_AND_TIME support if Date_Time message size is 2 words. TP Address or Hostame:
Min, Cyde Time [ms]: -
Documents: Endian Mode: Litte endian =
- MN0480 152U-DE, MD04885 (german)
- MN0480 192U-EN, MD04885 (english) Addibonal Parameters:
oK Cancel

Fig. 15 PLC - Selection and Configuration —

Configuring PLC parameters

CODESYS V2

In the "PLC Selection" screen, select the appropriate "Interface" and "Model" as shown in the

screenshot above.

Communication parameters

Comment

Level (2, 4):

This parameter can be used to optimize communication
performance. If you cannot find any specific information for your
PLC in this document, leave this parameter with its default value
of 4 (optimized).

Status Refresh [s]:

For more information, read the online help for your Galileo
version.

Port number

Enter the port number that the PLC will use to provide the
communication service. The default port for this service is 1200.
Some PLCs may use other ports for this service. In this case,
please contact the PLC's manufacturer or consult the
documentation for the PLC if you are unable to find any specific
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information for your PLC in this document.

Break [ms]:

General pause, in milliseconds, required between two
communication cycles.

Since Galileo uses polling for this communication method and
polling is usually extremely fast, it may be necessary to configure
a pause. On one hand, to reduce the load on the network; on the
other, to reduce the load on the PLC (default: 1 ms).

Startup Delay [s]:

Please refer to the help for Galileo.

IP Address or Hostname:

Enter the PLC's IP address or hostname. In the example used in
this document, the IP address is 192.168.1.87.

If the PLC and GRS are running on the same device, you may
enter "localhost" as the address. This will be the case, for
example, when CODESYS and Galileo are running on the same
panel.

Min. Cycle Time [ms]:

Endian Mode: For PLCs that use "Intel byte order," set this parameter to "Little
endian" (default). For PLCs that use "Motorola byte order," set the
parameter to "Big endian."

543 Assigning addresses to PLC tags

In Galileo, tags are assigned addresses like in the PLC, as per IEC 61131-3, using symbolic names.

The PLC in our example has the structure shown in the screenshot below. Now create the same

structure in Galileo.

Note:

for Galileo.

For information on how to import tags from CODESYS V2, please refer to the documentation

Fig. 16 Setting an address

Properties ‘TimerStruct' o
Tag Address ~
V’ Active Syntax | <struct>%s -
Std. Name |
W/ Poliing Polling Rate [s]: 0%

i/ Wirite on demand

Whenever possible, use the same name as in the PLC!
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Corresponding declaration in the PLC:

TYPE TimerType1 : VAR_GLOBAL
STRUCT TimerStruct: TimerTypeT,
Description  : STRING[21]; END_VAR
Day : BYTE;
Month : BYTE;
Year : BYTE;
Seconds : BYTE;
Minutes : BYTE;
Hours : BYTE;
Value : BOOL;
Days : BYTE;
Active :BYTE;
TimerNr : BYTE;
END_STRUCT
END_TYPE

5.4.4 Creating a test screen

Now create a new screen, add a "Value Display/Entry" control to it, and assign "TimerStruct.Year" to
the control.

dero - Galilea (10.0.0.10562) RC3
B+ | Home Contrals i~
Deutsch M % A Text \ Line [iZ Velue Display/Entry =T Sider 3l Bargraph [ Parometerlist 4@ Functionkey (D) DatefTmeDisplay | | [ Bring forward
T snap to grid |& Image @ Elipse. [a8 pLc Text % Suitch @ Gauge (2 Redpe %5 Help Button [3) container B send badoward
Painter Position .
T Grid - [ Rectangle 7 Polygon | =i Button B Flag Display [ 2¢ Graph (Al Alarm List (3@ Heb Information [} Sreen Change W Group
Display Static Controls Dynamic Controls Arrange
Tags 2 | [ Otmerstuct = x + [ object Manager o a
[type here to fiter] x =] [contral Name Lodked Hide
EII by AB0 [12 Value Display/Entry =]
@ by DB10_DEB1D
4 by EB0 L] L]
“ by MBL
7 by vB1
& bywuero T <52
&~ ™ 3:CODESYS V2
° ~ st TmerStruct [} ] ]
o ab Desaription
@ by pay
g by Month
g by vear
3 by Second
by Mrute
¥ by Hour
L X Value
5 by Days
3 by Active Properties 'Value Display/Entry” o o
by TimerNo B . .. —r
K W #: Internal tags | . .. ‘Hv @‘
- » st Bargraph —
g > ot Butten General -
% » st Choice_Switch
+ st Dynamic Sty <Nore>
» ot Fegdplay Tag: (by 3TmerSouctYear v |
X flagSubmaskGlobal N
X fagsubmaskinstance 1 bl | (i -
X flagSubmaskinstance2 " Format: Dedmal - |D3D|
X flagSubmaskinstance3 Output 2| Uit Dot shon —
+ st Gauge_Control 0 ==
:: e | @ Output | @ Erorslt) 4 Wamings0) < B = E @ @ Conversion: | <None> -
» st Gra
» T MeterSubmaskinstance Load project: 100Demo' 1 Single Click -
+ T Metersubmaskinstance? Finished loading project.
» T MeterSubmaskinstance3 (i -
»+ st Paramlist Name.
» st PLCText = -
+ st Redpe | Bl messages ‘ @ Search Results X & 02
| XfY: 70, 50, W/H: 280X 90 Zoom: 100% (—) — ) ® 2

Fig. 17 "TimerStruct Year" screen

The project is now ready and can be tested directly on your computer.
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5.4.5 Testing a Galileo project

Now compile the project and start Galileo Runtime by clicking on the "Build and Deploy" button.

FV | Home E!_

| b | | @ simulator - - @ Unde My R
@ Upload Bl copy [@P

Buidand | . . .
Deploy | i ot MO

Clipboard

Build and Deploy

target.
F&

Compiling the project and transfer the data to the configured ‘

Fig. 18 Compile Project

Galileo Runtime will establish an active connection to the PLC, after which you will be able to set the
"TimerStruct.Year" tag to the value you want.

Note:

By default, communication will be disabled in the Design Tool. It needs to be explicitly turned
on by going to Home -> Simulator -> ... -> Build & Simulator -> Simulator settings and enabling
the "Communications active..." checkbox.

Exit Galileo Runtime by clicking on the "X" icon in the upper right corner or using a configured "exit"
function, then run it again. If the last value you entered is shown, this means that everything has been
configured properly.

“

n Galilec Simulator - "C:\Users\E3509675\Deskt... PG

I 85

| Ethernet

SYSINFO | EXIT |

o | '
., ’

192.168.1.86 192.168.1.87

You can now transfer the project to your panel and then start GRS (Galileo Runtime System). For
more information, please refer to the documentation for Galileo.
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Note:

Normally, the PLCs can handle multiple connections simultaneously, meaning you can
connect both Galileo Runtime from the Design Tool and Galileo Runtime on the panel at the
same time.

If multiple GRS instances are communicating with the same CODESYS V2 PLC, there will be a
higher load on the panel's CPU in comparison to when only one instance is communicating
with the PLC. In this case, it may be necessary to set the "Break" and/or "Min. Cycle Time"
communication parameters to a higher value.

General information on CODESYS V2

Following are a couple of examples:

Eaton Automation CODESYS
WAGO |0-Pro
ELAU EPAS
Note:

Please make absolutely sure that the names of the CODESYS V2 and Galileo tags match each
other exactly, as the system will not be able to establish communications otherwise.

ELAU
The following information only provides specific instructions and settings.

Eaton Automation does not provide support for the EPAS programming toolkit. If you have any
questions, please contact the developer directly.
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5471 PacDrive C / PacDrive P

Select port number 5000 and level 4 for these devices, as shown in the screenshot below.

PLC Selection & Configuration =3
[Select additional communication) -
Selected communications:
Model Interface Description
0 CODESYSV2 Ethernet pLCL

Information: PLC Parameters:
~ Port Number: 1200 (default), 5000 (ELAL) Level (2,4): R
- Level: 2 (Level 2 route, nologin), 4 (Level 4, no login) : I
- Startup Delay [s]: Startup delay in seconds up to the first communication with the PLC. San ERefTEhi 5] <
- TP address or Hostname: Refer to the 'Windaws CE' documentation for further information about the netwark name resolution. Port Number: ——so00 3
CaDeSys Target Settings: Downlaad Symbol Fil e ik 0
‘oDeSys Target Settings: Dawnload Symbol File et TR

DATE_AND_TIME support if Date_Time message size is 2 words. | 1P Address or Hostname:
Min, Cycle Time [ms]: 50 2
Documents: Endian Mode: Little endian ~
- MN480192U-DE, MO04885 (german)
- MNO430182U-EN, M0D4386 (english) P ——
|
ok | cancel
2

Fig. 19 PacDrive C / PacDrive P
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5.4 Set up communication to CODESYS V2 device

Turck

The following information only provides specific instructions and settings.

Bixx-PG-EN

For the BLxx-PG-EN, select port number 1202, level 2, and big endian mode, as shown in the

screenshot above.

PLC Selection & Configuration

[Select additional communication]

Selected communications:

Model Interface Description
0  CODESYSVZ2 + Ethernet
Information:

- Port Number: 1200 {default), 5000 (ELAL)

- Level: 2 (Level 2route, no login), 4 (Level 4, no login)

- Startup Delay [s]: Startup delay in seconds up to the first communication with the PLC.

- IP address or Hostname: Refer to the "Windows CE' documentation for further information about the netwark name resolution.

CoDeSys Target Settings: Download Symbol File
DATE_AND_TIME support if Date_Time message size is 2 words.
Documents:

- MN0480197ZU-DE, MD04885 (german)
- MND480152U-EN, M004836 (=ngiish)

Fig. 20 BIxx-PG-EN

PLC Parameters:

Level (2,4): — L

Status Refresh [s]: 0%
Port Number: —)1202 s
Break [ms]: 1%
Startup Delay [s]: 0%
IP Address or Hostname 192, 156. 1.86
Min, Cycle Time [ms]: 50 %

Endian Mode: ————Big endian +

Additional Parameters:

oK Cancel

Note:
The PANEL and the BLxx-PG-EN must be on the same subnet.

There can only be one connection to the BLxx-PG-EN at a time, i.e., the programming tool and
the PANEL cannot communicate with the BLxx-PG-EN simultaneously.
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6 CODESYS V3 communication
6.1 Function principle

CODESYS V3 communication

Function principle

Multiple clients can address the communication server used in a CODESYS V3 runtime system. The
CODESYS V3 runtime system is preferentially identified using the corresponding node name,
although connections can also be set up using the relevant IP address. The aforementioned node
name can be viewed and changed using the CODESYS V3 configuration software. It is important to
note that the server can be connected to any CODESYS V3 network hierarchy level, as this will have
no impact on its proper operation.

Client
192.168.1.84

Client
192.168.1.83

Server
Node Name: Quasimodo
192.1 ‘?[?5151 r1t: CoDeSys-3
o' | Runtime System

1740/ 1741/ 1742/ 1743

Fig. 21 How it works without a CODESYS V3 router

[ Client
192.168.1.84

Client
192.168.1.83

192.168.1.110

CoDeSys-3 Router
| (Runtime System or Gateway)

Server
Node Name: Esmeralda CoDeSys-3

Runtime System

Fig. 22 How it works with a CODESYS V3 router
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6 CODESYS V3 communication
6.2 Communication parameters

Communication parameters

Supported systems

Client

The following devices can communicate with a "CODESYS V3" runtime system:
m  PC with Galileo Open and an Ethernet port
m XV series panels (exceptions: XVC100, XYC600)

Starting here, the term "client" will be used in order to refer to these devices and the software running
on them.

Server:

As of this writing, the following runtime systems are NOT supported:
m  Bosch Rexroth CODESYS V3
m  CODESYS V3 with big-endian byte order (=Motorola)

As of this writing, the following runtime systems are supported:
m  CODESYS Control RTE Version 3.5.5 and higher
m  CODESYS Control Win Version 3.3 and higher

Starting here, the term "CODESYS V3" will be used in order to refer to these devices and the
software running on them.

Supported data

Addresses
Addresses can be assigned to tags at all levels within an application.

Set up the addresses on the "CODESYS V3" and the client, keeping in mind that the addresses are
case-sensitive and must match.

Variable type

Declare the tags on the "CODESYS V3" using a supported tag type:
m  VAR[RETAIN | PERSISTENT]

m VAR _GLOBAL [ RETAIN | PERSISTENT ]

m  VAR_INPUT

m VAR _OUTPUT
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Data Type

6 CODESYS V3 communication
6.3 Supported data

Declare the tags on the "CODESYS V3" using a supported data type:

Data Type Comment

BOOL -

SINT -

USINT, BYTE The communication server does not distinguish between USINT and BYTE.

INT -

UINT, WORD The communication server does not distinguish between UINT and WORD.

DINT -

UDINT, DWORD The communication server does not distinguish between UDINT and
DWORD.

REAL -

STRING -

WSTRING -

TIME TIME is mapped to DWORD on the client.

DATE DATE is mapped to DWORD on the client.

TIME_OF_DAY TIME_OF_DAY is mapped to DWORD on the client.

DATE_AND_TIME  DATE_AND_TIME is mapped to DWORD on the client.

Subrange types Limits need to be defined manually on the client.

Enumerated types

Keep the enumeration's underlying data type in mind (default: INT). If a value
that is not defined in the enumerated type is written, it will not be captured.

Tab.3 Supported data types

The following data types are not supported as of this writing:

&
LINT
ULINT

LTIME

Structs

LREAL

LWORD

POINTER
REFERENCE

Structures are read element by element. The structures on the "CODESYS V3" can also contain tags
with unsupported data types, provided these tags are not used by any of the clients.

Arrays

Multi-dimensional arrays of primitive data types must be declared as several single-dimensional
arrays. The higher dimensional indices are added comma separated in brackets to the variable name
or the <tag> part of the address.
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2rr3dim _Global : ARRAY[0..1, 0..1, 0..1] OF INT: = W arr30im_Global[0,0] [0.. 1]
) w ]
w 1]
~ W arr3Dim_Global[0,1] [0..1]
w ]
w 1]
+ W arr3Dim_Global[1,0] [0..1]
w 0]
w 1]
= W arr3Dim_Global[1,1] [0..1]
w 0]
w 1]

Fig. 23 Mutli-dimensional array in CODESYS V3 Fig. 24 Mutli-dimensional array in Galileo

One or more dimensional arrays of structures or strings must be declared as single elements. The
indices are added comma separated in brackets to the variable name or the <tag> respectively the
<struct> part of the address.

Variablen 1 || Eigenschaften 'arrl0_GetriebeMotor[2]' 1}
arr10 | 11 variablen-Adresse ~
- [ 0: CODESYS V3
+ st GV Testiomm1l Eﬁ.ktiv Syntax | <object=%s. <struct>=%s -
10_GetriebeMotor [1
! arr][]_GetrfEbEMDtorEZ]] <object= GV_TestKomm1
! s ID_GEt'fEbEMDtor : <struct= arr 10_GetriebeMotor[2]
b arr 10_GetriebeMotor [3] e il

arr 10_GetriebeMotor [4]
arr 10_GetriebeMotor [5]
arr 10_GetriebeMotor[5]
arr 10_GetriebeMotor [7]
arr 10_GetriebeMotor [3]
arr 10_GetriebeMotor[3]

@ LE|qE LEA, % | LIZ{SEl g

A Lesen beim Aufstarten /] Lesen bei Bedarf

— -

AAAAAAA A4

]
@

Fig. 25 Array von Strukturen

6.3.6 Unions

The individual components of a union must be declared client-side as separate variables.

TYPE unicnWORD : - |f|§unmnwgrd

UHION (W) wWORD1
WRCRDL :  WORD; ,:.;.:, INT1
iINT1 : INT: (W) GiUINT 1
uillINT1 :  UINT: =

END_UNIOH

END_TYEE
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6.4 Importing tags

Fig. 26 Union Definition in CODESYS V3 Fig. 27 Union in Galileo

Importing tags
Galileo supports the import of tags from CODESYS V3 Symbol tables (*.xml).
User-defined data types are generated automatically and all supported data gets imported.

In case of a re-import already existing tags will be merged with new tags based on their addresses. If
the merging based on the addresses fails the tag names are considered as well.

Fieldbus
The client features an Ethernet port that can be used to connect it to the Ethernet network.

If the "CODESYS V3" also features an Ethernet port, it can be connected directly to the Ethernet
network.

If the "CODESYS V3" does not feature an Ethernet port, a CODESYS V3 router (runtime system or
gateway) must be used.

Please note: Differently configured subnet masks within a network segment can result in a client not
being able to establish a connection to the CODESYS V3 runtime system.

Limitation: The client can only be run at the highest level of the CODESYS V3 network hierarchy.

Set up a communication to CODESYS V3 device

The Galileo visualization program supports the use of multiple parallel communication channels. One
communication channel is needed for each application in a "CODESYS V3." And, if necessary, you
can instead set up multiple communication channels for a single application in a "CODESYS V3."

Setting up communication

Select "CODESYS V3" and configure the communication parameters as required.
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PLC Selection & Configuration X

[Select additional communication] v

Selected communications:

Model Interface Description
0 |CODESYSV3 ~ Ethernet
Information: PLC Parameters:

DATE_AND _TIME support if Date_Time message size is 2 words, Status Refresh [s]: 10 3

Documents: Break [ms]:

- MND43015ZU-DE, M004385 (german) Startup Delay [s]: 03

- MN043019ZU-EN, M004836 (english) Node /Application Name:
User Password:
Min. Cyde Time [ms]: 03
Endian Mode: Litie endian

Additional Parameters:

oK Cancel
A
Fig. 28 Configuring communications in Galileo without authentication parameters
Communication parameters Comment
Status Refresh Read the online help for your Galileo version.
Startup Delay Read the online help for your Galileo version.
Node/Application Name Enter the node name and the application name for the

"CODESYS V3" in this field (use "/" as a separator).

Note: If there is no application name, use "/" at the end of the
node name. For example: if the node name is "MyHost", you
would enter "MyHost/" into the field.

User/Password Enter the username for the "CODESYS V3"
Enter the password for the "CODESYS V3"
(use "" as a separator).

Tab.4 Communication parameters in Galileo

6.6.1.1 Assigning addresses to PLC tags
Galileo supports the following address formats and data types:

Galileo CODESYS V3

<object>.<tag>

Tag in object

<object>.<tag>.<array index>[ ]

Array in object

<object>.<struct>.<tag>

Tag in a structure in the object

<object>.<struct>.<tag>.<array index>[ ]

Array in a structure in the object
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6 CODESYS V3 communication
6.6 Set up a communication to CODESYS V3 device

<object>.<struct> Structure in object

Galileo (CODESYS V2-compatible) CODESYS V3 { attribute 'namespace’:="}
<tag> Tag in global tag list

<tag>.<array index>[ ] Array in global tag list

<struct>.<tag> Tag in a structure in the global tag list
<struct>.<tag>.<array index>[ | Array in a global structure in the global tag list
<struct> Structure in global tag list

Tab.5 Address formats in Galileo

Galileo CODESYS V3
Bit BOOL

Error bit BOOL

Signed byte SINT

Unsigned byte USINT, BYTE
Signed word INT

Unsigned word UINT, WORD
Signed double word DINT

Unsigned double word UDINT, DWORD
Float REAL

String STRING, WSTRING

Tab.6 Data types in Galileo

Workarounds

Migrating from CODESYS V2 to CODESYS V3
The various tags in CODESYS V2 are stored in a different way in CODESYS V3:

Tag CODESYS V2 CODESYS V3
Global tag (variable) .globalVar App1.GVL.globalVar
Tag (variable) in program PLC_PRG.lokalVar App1.PLC_PRG.lokalVar

Tab.7 CODESYS V2/CODESYS V3 addresses

When using global tags in CODESYS V3, the name of the global tag list is added to the name of the
application. This means that all the addresses for the global tags from CODESYS V2 would have to
be modified. If it is not possible to automatically modify the addresses as required, there are two
workarounds available:

m  CODESYS V3-compatible addresses

m  CODESYS V2-compatible addresses
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6 CODESYS V3 communication
6.6 Set up a communication to CODESYS V3 device

CODESYS V3-compatible addresses

On the client, configure a separate communication channel for access to the global tags. In the
"Application" parameter for this communication channel, enter both the name of the application and
the name of the global tag list, separated by a point.

Example: App1.GVL

CODESYS V2-compatible addresses

Current CODESYS V3 versions support address compatibility with CODESYS V2 by means of the {
attribute 'namespace’.= " } construct.

The client will be able to use this method if you leave the "Application" parameter empty. Please note
that the client will require at least one tag in the global tag list in this case.

Communication with local runtime system dropping out

If the client and "CODESYS V3" are running on the same device, the CODESYS V3 runtime system
will terminate an active communication channel under certain circumstances.

The communication channel will be selected using the following method:
m If there are one or more IP adapters, one of the IP adapters will be used.
m If there are no IP adapters, "localhost" will be used.

The number of IP adapters may change during operation if, for example, a cable is connected or
disconnected. This may result in communication between the client and "CODESYS V3" dropping out
for about half a minute.

You can avoid this problem by installing "Microsoft Loopback Adapter" and assigning it an IP
address. This way, there will always be an IP adapter and "localhost" will not need to be used. When
establishing a connection , the client will give preference to "Microsoft Loopback Adapter."
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7 Allen Bradley SLC / MicroLogix communication
7.1 Function principle

Allen Bradley SLC / MicroLogix communication

Both the "client" and the "controller" feature an RS232 interface that can be used to connect them.
In addition, MicroLogix controllers can be optionally connected via Ethernet. For information on
installation, wiring, and commissioning, please refer to the operator manuals for the devices.

Function principle

Communication via Ethernet

This communication method uses the EtherNet/IP protocol via the Ethernet port. Communication
takes place between a panel, or a PC, and exactly one "controller” via Ethernet.

Panel
or PC

o
E

MicroLogix 1100

[e) [e)

Ethernet

> ‘ |©@

Fig. 29 How Ethernet communication works
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7 Allen Bradley SLC / MicroLogix communication
7.2 Communication parameters

Serial communications

This communication method uses the DF1 protocol via the RS232 interface. Communication takes
place between a panel, or a PC, and exactly one "controller" via RS232.

PC
or Panel

Panel
-or & -
=
|R8232 RS232

sLc5/03 _ [0) [0\

MicroLogix 1100 T EEEE T
o o
\ | o
RS232 = | [0
\ |
=4
|_ Rs232]

Fig. 30 How serial communication works

Communication parameters

Supported systems

Client

The following devices can communicate with Communications:
m  PC with Galileo Open and RS232 interface

m XV series panel with RS232 interface

m M series panel with RS232 interface

Starting here, the term "client" will be used in order to refer to these devices and the software
running on them.
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7 Allen Bradley SLC / MicroLogix communication
7.3 Communication parameters (serial communication)

Server:

The following "controllers" are supported:

m SLC5/03 (RS232 interface)

m  SLC5/04 (RS232 interface)

m  SLC5/05 (RS232 interface)

m  MicroLogix  (RS232 port and Ethernet interface)

Starting here, the term "controller" will be used in order to refer to these devices.

Communication parameters (serial communication)

The baud rate settings for the "client" and the "controller" must be identical.
The "client" uses node address 0.

Configure the Ethernet interface for the "controller" as follows:

®  Node address: 1

m  System Mode

m  DF1 Full Duplex

m 8 Data Bits, Even Parity, 1 Stop Bit

No Handshaking

BCC or CRC Error Detection
1000 ms ACK Timeout

3 NAK Retries

3 ENQ Retries

Supported data

Addresses

designation Address range

B-File B0:0 ... B255:255
N-File NO:0 ... N255:255
F-File FO0:0 ... F255:255

Tab.8 Supported addresses

In addition to the files listed above, timer and counter scans are also supported for Ethernet
communication.
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7.3 Communication parameters (serial communication)

The available address ranges are as follows:

designation Address range
T-File T0:0 ... T255:255
C-File C0:0 ... C255:255

Tab.9 Supported addresses

Timer

The timer consists of three word data blocks.

Word Bit
0..12 13 14 15
0 Used internally DN 1T EN
only
Default value
2 Accumulated value

Tab. 10 DN = Timer Date Bit
TT = Timer Timing Bit
EN = Timer Enable Bit

A value array with 3 elements needs to be created in order to make the entire data block accessible

on the HMI.
Tags o | ] Text | [ rLcTe
[type here to filter] b4 o
EI] + ™ 0: GRS-Local 8
2+ [® 1: A, Bradley - MicroLogix - Etheriet/IP o
& « W Timer_T4_11[0..2]
n Array Size x
| w[0]
kY Wil Mumber of elements: E l
4 w 2] _ — £
Py + W Timer T4 12[0..7) | Startindex: =
[
w [0
- v [ Ok Cancel
@ o
s I

Fig. 31 Timer Array

The data block's start address is specified as usual.
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7.3 Communication parameters (serial communication)

Properties 'Timer_T4_11" = §

Limits o
.

/] signed i/ Open Limit

Default: 0

4k

Maxirmurn: 32767

Upper Limit: 32767

Lower Limit: -32768

Minirrirr: -32768

Tag Address ~
|

EAcﬁ\re Syntax | T%d:%%d/%%d -

T (0-255)
: (0-255) 11

] Read at startup & Read on demand
1 Poling Polling Rate [s]: 05
& Write on demand

Fig. 32 Setting the address
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7 Allen Bradley SLC / MicroLogix communication
7.4 Set up communication to Allen Bradley SLC / MicroLogix device

The counter consists of three word data blocks.

Word Bit

0..8 11 12 13 14 15
0 NotUsed UN ov DN CD Cu
1 Preset value
2 Accumulated value

Tab. 11 UN = Count Underflow Bit
OV = Count Overflow Bit
DN = Count Done Bit

CD = Count Down Enable Bit
CU = Count Up Enable Bit

To create counter tags, follow the same steps described for the timer in 2.4.2.

Set up communication to Allen Bradley SLC / MicroLogix device

The Galileo visualization program supports the use of multiple parallel communication channels. One
"controller" will take up one serial interface exclusively.

Setting up communication - serial interface

Select "A. Bradley — SLC 5/03 - MicroLogix — DF1" and configure the communication parameters

as required.
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7.4 Set up communication to Allen Bradley SLC / MicroLogix device

PLC Selection & Configuration pra

[Select additional communication] -

Selected communications:
Madel Interface Description

0 A. Bradley - 5LC 503 - MicroLogix - DF1 + System Port

Information: PLC Parameters:
MMI Node Address: 0 Status Refresh [s]: 1035
- pe
5LC Mode Address: 1 (o GREEE Lk o+
Endian Mode: Little endian -
SLC Parameters : -
Baudrate: 9600
- System Mode auaral ° M
- DF 1 Full Duplex Memory alignment inside structures: 2 Byte (Word) -

- 8 Data Bits, Even Parity, 1 5top Bit
- No Handshaking

- BCC or CRC Error Detection

- 1000 ms ACK Timeout

- 3NAK Retries

- 3JENQ Retries

Documents:
- MND480197U-DE, M004885 (german)
- MND480 19ZU-EN, M004886 (english) |

Additional Parameters:

oK Cancel
A

Fig. 33 Configuring communications in Galileo — serial interface

Communication parameters Comment

Status Refresh [s]: For more information, read the online help for your Galileo
version.

Min. Cycle Time [ms]: For more information, read the online help for your Galileo
version.

Endian Mode: For more information, read the online help for your Galileo
version.

Baud Rate: The baud rates for the "client" and "controller" must be
identical.

Memory alignment inside For more information, read the online help for your Galileo

structures: version.

Tab. 12 Communication parameters
Setting up communication - Ethernet interface

Select "A. Bradley - MicroLogix — EtherNet/IP" and configure the communication parameters as
required.
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7.4 Set up communication to Allen Bradley SLC / MicroLogix device

PLC Selection & Configuration X

[Select additional communication] -

Selected communications:

Model Interface Description
0 | A. Bradley - MicroLogix - EtherNet/IP ~ Ethernet
Information: PLC Parameters:
Status Refresh [s]: 10 %
Documents: .
- MND48021052-DE, MOD4165 {german) IP. Address or Hostname: 192,100, 1.1
- MNO4302105Z-EN, M004166 (english) Min, Cyde Time: [ms]: 03
Endian Mode: Litte endian -
v

Memory alignment inside structures: 2 Byte (Word)

Additional Parameters:

oK Cancel
4
Fig. 34 Configuring communications in Galileo — Ethernet interface
Communication parameters Comment
Status Refresh [s]: For more information, read the online help for your Galileo
version.
IP Address or Hostname: IP address or hostname
Example: 192.168.1.1
Min. Cycle Time [ms]: For more information, read the online help for your Galileo
version.
Endian Mode: For more information, read the online help for your Galileo
version.
Memory alignment inside For more information, read the online help for your Galileo
structures: version.
Tab. 13 Communication parameters
74.3 Assigning addresses to tags
Gallileo supports the following address formats and data types:
Galileo Controller
B%d:%d Tags on the controller.
C%d:%d
F%d:%d
N%d:%d
T%d:%d
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7 Allen Bradley SLC / MicroLogix communication
7.4 Set up communication to Allen Bradley SLC / MicroLogix device

Tab. 14 Address formats in Galileo

Galileo Controller
Bit / Error B,N

Byte: B,N

Word B,C,N, T
DWord not supported
Float F

String not supported
Structure B,N

System B,N

Tab. 15 Data types in Galileo

Fault messages

Local STS error codes

Local STS error codes contain errors that can occur in the local node. Following are the various

possible error codes (in hex):

Code Description
00 Success; no error
01 DST Node is out of buffer space
02 Cannot guarantee delivery; link layer
The remote node specified does not ACK command
03 Duplicate token holder detected
04 Local port is disconnected
05 Application layer timed out waiting for response
06 Duplicate node detected
07 Station is offline
08 Hardware fault

Tab. 16 Local STS error codes

Local STS codes 09 to OF (hex) are not used.
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7.4 Set up communication to Allen Bradley SLC / MicroLogix device

Remote STS Error Codes

Remote STS error codes contain errors that can occur in remote nodes. Following are the various
possible error codes (in hex) that can occur in the STS byte:

Code Description

00 Success; no error

10 lllegal command or format

20 Host has a problem and will not communicate

30 Remote node host is missing, disconnected, or shut
down

40 Remote host could not complete function due to
hardware fault

50 Addressing problem or memory protect rungs

60 Function not allowed due to command protection
selection

70 Processor is in Program Mode

80 Compatibility mode file missing or communication
Zone problem

90 Remote node cannot buffer command

A0 Wait ACK (1775 KA buffer full)

B0 Remote node problem due to download

Co Wait ACK (1775 KA buffer full)

DO Not used

=] Not used

FO Error code in EXT STS byte (see tab. 13)

Tab. 17 Remote STS Error Codes

EXT STS byte
If the STS code is FO (hex), there will be an EXT STS byte.

EXT STS codes for CMD

Hex Code Description

0 Not used

1 A field has an illegal value

2 Fewer levels specified in address than minimum for
any address

3 More levels specified in address than system
supports.
Symbol not found

5 Symbol is of improper format
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7.4 Set up communication to Allen Bradley SLC / MicroLogix device

6 Address does not point to something usable

7 File is wrong size

8 Cannot complete request; situation has changed since
start of the command

9 Data or file size is too large

A Transaction size plus word address is too large

B Access denied; improper privilege

C Condition cannot be generated; resource is not
available
Condition already exists; resource is readily available

E Command cannot be executed

F Histogram overflow

10 Inaccessible

1" lllegal data type

12 Invalid parameter or invalid data

13 Address reference exists to deleted area

14 Command execution failure for unknown reason;
possible PLC 3 histogram overflow

15 Data conversion error

16 Scanner not able to communicate with 1771 rack
adapter

17 Type mismatch

18 1771 module response was not valid

19 Duplicated label

22 *Remote rack fault

23 *Timeout

24 *Unknown error

1A File is open; another node owns it

1B Another node is the program owner

1C Reserved

1D Reserved

1E Data table element protection violation

1F Temporary internal problem

Tab. 18 Remote STS error codes

* These codes are used to forward a DH link to a remote I/O link
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8 Allen Bradley Logix communication
8.1 Function principle

Allen Bradley Logix communication

Function principle
The following software must already be installed, and you must be familiar with its use:

e  (Galileo HMI visualization software
e RS Logix5000 programming tool

This documentation goes over the following communication options:

o A Bradley - Logix — EtherNet/IP
with Ethernet port.

o A Bradley - Logix — DF1
with RS232 interface.

Communication via Ethernet

The connection to the Allen Bradley Logix is made directly using the CPU's or Ethernet
Communication Interface's Ethernet port.

In this regard, no additional parameters need to be configured and no function blocks need to be
enabled.

The panel can communicate with multiple nodes (Allen Bradley Logix) simultaneously.

192.168.0.2 192.168.0.3 192.168.0.4

—a

Ethernet

192.168.0.41

The station and IP addresses shown above are examples. What is important is for each individual
node to be assigned its own unique station and/or IP address.
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8 Allen Bradley Logix communication
8.2 Communication parameters

Communication parameters

Supported systems

Data Types
Gallileo data types are mapped to Logix as follows:

Logix Galileo
BOOL BIT
BIT in integer data types BIT /" notation
BYTE, signed
SINT
BYTE, unsigned
WORD, signed
INT

WORD, unsigned

DWORD, signed

DINT
DWORD, unsigned
REAL FLOAT
STRING STRING
Note:

Only the predefined Logix STRING data type with a length of 82 characters
is supported. A size of 82 bytes must be defined for a STRING in Galileo. In
Logix, this will correspond to 86 bytes (4-byte length information and 82 characters).

Predefined Data Type
Galileo supports all predefined data types available in RSLogix 5000 Version 19.01.00.

Arrays

Multi-dimensional arrays of primitive data types must be declared as several single-dimensional
arrays. The higher dimensional indices are added comma separated in brackets to the variable name
or the <tag> part of the address.

Example: A tag defined as
_arr3Dim_Variable INT[2,3,8]
in RSLogix must be mapped the following way within Galileo.

1. Create a word array tag as shown in Fig. 35.
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8.2 Communication parameters

Tags o Properties
[type I'!ere to filter] b4 Communication
- [®:0: A, Bradley - Logix - EtherNet/IP ]
& v Add v v omi FEFI’ESI"I [s]:
@ :
m
=] : '*?3 Import PLC Tags by Byte Delay [5]:

. N Swaps high/low bytes W Word ess or Hostname:
s% » |E Copy Ctrl+C dw DWord cle Time [ms]:
& » Paste Cilsv | f  Float =

" | M Delete Delete ab  String

»
@ R Rename F2 g Error
= v | 0 Find all references st Struct
; r Expand T User defined data type »
o 3
& , Collapse X Bit Array
: b Display type names by  Byte Array
&
|!,, v T arrl0_Motor[4] | w  Word Array |
E) v T arri0_Motor[s] v DWord A ]
2 » T ari0_Motor[s] v ora Array Adds a new Word tag.
& - f  Float Array
v T arrl0_Motor[7] Adds a new Word tag.
— v T arri0_Motor[s] e  Error Array T

Fig. 35 Create a word array tag

2. Set the array with the last dimension of the tag (_arr3Dim_Variable INT[2,3,8]), as shown in Fig.
36.

Array Size x

4k

Mumber of elements: 3

oK | | Cancel

Fig. 36 Assign the last dimension of the multi-array dimensions to the array

3. Set the tag name to “_arr3Dim_Variable[0,0]", i.e. the array tag name as defined in RSLogix
followed by the first and second dimensions in brackets, separated with a comma.

4. Repeat above steps for *_arr3Dim_Variable[0,1]", “_arr3Dim_Variable[0,2]’,
“_arr3Dim_Variable[0,3]", “_arr3Dim_Variable[1,0]", etc.

One or more dimensional arrays of structures or strings must be declared as single elements. The
indices are added comma separated in brackets to the variable name or the <tag> part of the
address.
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Example: A tag defined as
arrstrSTRING1 STRING[10]

in RSLogix must be mapped as shown in Fig. 37.

8 Allen Bradley Logix communication
8.3 Tag Import

=

String
+ ™ 0: A. Bradley - Logix - EtherNet/IP
ab arrstrSTRING1[0]
ab arrstrSTRING1[1]
ab arrstrSTRING1[2]
ab arrstrSTRING1[3]

SU22105

a" ab arrstrSTRING 1[4]
& ab arrstrSTRING 1[5]
o ab arrstrSTRING 1[8]
1 ab arrstrSTRING1[7]
@ ab arrstrSTRING 1[8]
2 ab arrstrSTRING 1[5]
E ab strString_199
E ab strString_255

ah strSTRING1
ab strSTRING1_Global

Properties 'arrstrSTRING1[0]"

Tag Address A
W] Active Syntax | <tag>%s -
<tag= arrstrSTRING 1[0]
Std. Mame W
m Read at startup @ Read on demand
[ Palling Polling Rate [s]:

/1 Write on demand

Fig. 37 Example of a one dimensional string array

—» Bit addressing in integer data types
— Bit addressing in integer data types

ix project as type L5K, as shown in Fig. 38.

8.21.4 Addresses
Addresses are assigned using Allen Bradley syntax conventions.
Address syntax:
<tag>
<tag>.<arrayindex>[]
<struct>.<tag>
<struct>.<tag>.<arrayindex>[]
<prog>.<tag>
<prog>.<tag>.<arrayindex>[]
<prog>.<struct>.<tag>
<prog>.<struct>.<tag>.<arrayindex>[]
<struct>/<arrayindex>
<prog>.<struct>/<arrayindex>
8.3 Tag Import
Galileo supports the import of tags from Allen Bradley RSLogix 5000 Symbol using the L5K Format
(*.L5K). To generate a *.L5K file, save the RSLog
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8.3 Tag Import

¥ RSLogix 5000 - PLC_AB_LogixDemoV00 in Importtest Al

8 Edit View Search Logic Communications Tools Window
= B New.
L o
i Open..
Off :
Close Speichern unter
No !
No [ Save Speichemin: | () AB_Import_Test v Q2 Er
Rel Save &5--% 3 D AutomatikComm_Importtest_ABLogix_DF1_Y0.LSK
= 8 2) B Importtest_ABLogix_DF1_¥0.LSK
Zuletzt D Importtest_allData_aABLogix_DF1_¥0.LSK
verwendete D... | [Z] Importtest_UUDT_ABLogix_DF1_V¥0.L5K
Desktop
Eigene Dateien
Arbeitsplatz - =
File name: | Importtest_AlIData_sBLogix_DF1_V0 V\ Speichemn
L Save as type: IR SLogix 5000 Import/E xport File (*.L5K) \;} [ Abbrechen ]
Netzwerkurmgeb [ ree ]

Fig. 38 Example of tag export from RSLogix 5000 in the L5K format

The exported L5K file can be imported in Galileo using the “Import PLC Tags” optio
Fig. 39.

n, as shown in

Galileo Tag Impert

Import options

tags now or press "Next" to review the changes made by the Galileo tag import.

-

Communication: ]88 0: A Bradiey - Logix - EtherNet/IP

Specify the communication and the tag definition file Galileo should import. Click "Quick Import" to import the

Symbaol file: C:\Daten'L 5K-File\Importtest_AllData_ABLogix_DF1_V0.L5K

Ml

| Quick impart

Re-Import options: [ Delete tags, which no longer exist on the PLC.

Browse. ..

Fig. 39 Example of how to import a L5K tag information file into Galileo

User-defined data types are generated automatically and all supported data gets imported.

In case of a re-import already existing tags will be merged with new tags based on their addresses. If

the merging based on the addresses fails the tag names are considered as well.
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8.4 Set up communication to Allen Bradley Logix device

Set up communication to Allen Bradley Logix device

Setting up communication with EtherNet/IP protocol

This communication method requires a PANEL with an Ethernet interface. For information on the
communication cable, please consult the Ethernet section in the "Installation Instructions, General
Wiring Information" document.

Regardless of the number of connections, there must be an additional 40 license points available on
the device.

Note:
If you have any questions concerning license products, please contact your PANEL
distributor.

Setting up communication

PLC Selection & Configuration X

[Select additional communication] -

Selected communications:
Model Interface Description
0 | A. Bradley - Logix - EtherMet/IP + Ethernet

Information:

There are parameters needed to connect to a PLC via EtherMet/IF:
1. IP address or hostname of the racks Ethernet module®
2. Rack slot number of the CPU
3. Startup delay in seconds up to the first communication with the PLC

The PLCs Ethernet module will get connected on TCP port 44818d (AF12h).

PLC Parameters:
Status Refresh [s]:
CPU Slot:

Startup Delay [s]:

1P Address or Hostriame:

Min, Cycle Time [ms]:
Endian Mode:

102
03
03
192,168, 1.1
03

Little endian

To get more information about EtherMet/IP visit the offidal website at http: ffwww.odva.org

=Refer to the 'Windows CE' documentation for further information about the network name resolution.

Documents: Additional Parameters:
- MNO480197U-DE, MD04885 (german) ‘
- MNO48019ZU-EN, MD04836 (english)

oK Cancel

Fig. 40 Configuring communications in Galileo for A. Bradley Logix — Ethemet/IP

Note:

Galileo supports multiple connections for the Ethernet interface, i.e., multiple connections can
be configured for the same port. This means that the tags (including the corresponding
system structures) on multiple PLCs can be assigned addresses.

Select "A.Bradley — Logix — EtherNet/IP" in the "PLC Selection and Configuration" dialog box. The
dialog box shown above will appear so that you can configure the parameters required for the
corresponding communication method.
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8.4 Set up communication to Allen Bradley Logix device

Communication parameters Comment

Status Refresh [s]: For more information, read the online help for your Galileo
version.

CPU Slot: Specify the appropriate slot.

Startup Delay [s]: For a description of this parameter, please refer to the
documentation for Galileo.

IP Address or Hostname: The IP address entered must match the setting for the Ethernet
module in the PLC rack.

Min. Cycle Time:

Endian Mode: This parameter defines how data is organized in the protocol.

Tab. 19 Logix — EtherNet/IP communication parameters

Setting up communication DF1 protocol

This communication method requires a PANEL with an RS232 interface. For information on the
communication cable, please consult the RS232 Port System section in the "Installation Instructions,
General Wiring Information" document.

Regardless of the number of connections, there must be an additional 40 license points available on
the device.

Note:
If you have any questions concerning license products, please contact your PANEL
distributor.

Setting up communication
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8 Allen Bradley Logix communication

8.4 Set up communication to Allen Bradley Logix device

PLC Selection & Configuration

[Select additional communication]

Selected communications:
Model
0 A Bradley - Logix -DF1

Information:

Logix Serial Port Settings:
- System mode

- 8 data bits

- Mo parity

- 1 stop bit

- No handshake

Documents:

- MN043019ZU-DE, M004885 (german)
- MN043019ZU-EN, M004834 (english)

Interface Description
RS5485 -
PLC Parameters:

Status Refresh [s]: 10 5
Startup Delay [s]:
Min. Cyde Time [ms]: 0%
Endian Mode: Litte endian -
Baudrate: 12200 -

Additional Parameters:

O Cancel

Fig. 41 Configuring communications in Galileo — A. Bradley — Logix — DF1

Note:

Galileo supports exactly one connection for the RS232 port, i.e., exactly one connection can

be configured for each port.

Select "A.Bradley — Logix — DF1" in the "PLC Selection and Configuration" dialog box. The dialog box
shown above will appear so that you can configure the parameters required for the corresponding

communication method.

Communication parameters

Comment

Status Refresh [s]: For more information, read the online help for your Galileo
version.

Startup Delay [s]: For a description of this parameter, please refer to the
documentation for Galileo.

Min. Cycle Time:

Endian Mode: This parameter defines how data is organized in the protocol.

Baud Rate: The baud rate setting must match the setting for the PLC. The

other settings for the A. Bradley serial port will be shown in the
"Information" pane in the "PLC Selection and Configuration"
dialog box.

Tab. 20 Logix — DF1 communication parameters
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8.4 Set up communication to Allen Bradley Logix device

Note:
The system protocol must be set to "DF1 Point to Point" on the Logix PLC. Error detection
can be set to BCC or CRC.
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9 Modbus communication
9.1 Function principle

Modbus communication

Function principle

This documentation describes the connection between a panel and any PLC that supports a Modbus
protocol (ASCII, RTU, TCP).

When using this communication method, the panel will be the master and the PLC will be a slave.
Communication will always be initiated by the panel, and the PLC will respond as appropriate for the
corresponding request.

"Point-to-point" "Multipoint"

1L

ST1 ST1 ST2 ST3 ST4

-

Sl

Modbus protocols use station addresses (STx). Accordingly, both "point-to-point" and "multipoint"
connections can be implemented when using the appropriate physical interface (see the figure
above).

Note:
The Modbus protocol is also available for the panel's SYSTEM PORT. This port is an RS232

interface that is not galvanically isolated.

There is also the option of connecting to a standard PC via COM(x) and implementing communication
with Galileo Open (Galileo Runtime System for PC).

Communication parameters

Supported data types

All configurable data types from Galileo are supported.
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9 Modbus communication
9.3 Supported data

Supported data

Addresses
As per the protocol, function codes used to access various data storage areas are defined.

For Modbus RTU communication, the panels support the function codes listed below / the
corresponding data storage areas.

Modbus register Galileo Function code Data type | Granularity
Read Write

Coil M 0x01 0xOF Bit 1-bits

Discrete Input MI 0x02 - Bit 1-bits

Input Register RI 0x04 - Word 16-bits

Holding Register R 0x03 0x10 Word 16-bits

Galileo Modbus PLC Modbus Galileo

M 2| Ox0F |=> Bit (read/write) 2> 0x01 > M
M Bit (read only) 2> 0x02 > MI
RI Wort (read only) > 0x04 > RI
R > 0x10 > Wort (read/write) > 0x03 > R

Note:

For information on where the data is ultimately referenced in the PLC, please refer to the

documentation for the PLC.
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9 Modbus communication
9.4 Cable assembly and termination

Data interpreter

According to the original Modbus specification, data fields in the Modbus protocol should be
interpreted using the big-endian format. However, many devices in the field do not interpret data this
way, which is why there is the option to use other modes as necessary. The corresponding parameter

can be configured in "PLC Selection and Configuration."

The following table shows the effect that the various modes have on the data stream based on the

data type being used.

Data Little Endian BigEndian

byte | Galileo Little Endian Big Endian Twisted Twisted
00 Byte A Byte A Byte A Byte B Byte B
01 Byte B Byte B Byte B Byte A Byte A
02 DWord[0] LSB | DWord[3] MSB | DWord[1] DWord[2]
03 DWord DWord[1] DWord[2] DWord[0] LSB | DWord[3] MSB
04 DWord[2] DWord[1] DWord[3] MSB | DWord[0] LSB
05 DWord[3] MSB | DWord[0] LSB | DWord[2] DWord[1]
06 Word LSB Word MSB Word MSB Word LSB
07 Word Word MSB Word LSB Word LSB Word MSB
08 Byte C Byte C Byte C Byte D Byte D
09 Byte D Byte D Byte D Byte C Byte C
10 Bit0..7 Bit0..7 Bit 8..15 Bit 8..15
11 Bit[32] Bit 8..15 Bit 8..15 Bit0..7 Bit0..7
12 Bit 16..23 Bit 16..23 Bit 24...31 Bit 24...31
13 Bit 24...31 Bit 24...31 Bit 16..23 Bit 16..23
14 CharArray|[0] CharArray[0] CharArray[1] CharArray[1]
15 CharArray[1] CharArray[1] CharArray|[0] CharArray[0]
16 CharArray[6] | CharArray[2] CharArray([2] CharArray[3] CharArray[3]
17 (String) CharArray([3] CharArray[3] CharArray[2] CharArray[2]
18 CharArray[4] CharArray[4] CharArray[5] CharArray[5]
19 CharArray[5] CharArray[5] CharArray[4] CharArray[4]

Note:

As per the specification, a Modbus register always contains 16-bit values. Accordingly, a 32-
bit value (double word or float) will take up 2 registers.

Cable assembly and termination

For general information on cable assembly and termination, lengths, and shielding, please refer to the
additional documentation specified in the "General" section.
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9.5

9.5.1

9 Modbus communication
9.5 Set up communication to Modbus device

SYSTEM PORT and PC COM(x) method

>

.

DSUB 9pol female i DUB 9pol female-

MICRO PANEL RS232 Various
SYSTEM PORT -
PIN SIG SIG PIN
2 RxD TxD 3
3 TxD RxD 2
5 oV ov 5
CASE SHIELD SHIELD | CASE
PC RS232 Various
COM(x) -
PIN SIG SIG PIN
2 RxD TxD 3
3 TxD RxD 2
5 ov ov 5
CASE SHIELD SHIELD | CASE

The port on the panel is not galvanically isolated, and the port on most computers will not be
galvanically isolated either. Use a cable that matches the figure or a standard null modem cable.

Set up communication to Modbus device

Setting up communication

Open Galileo and create a new project for your panel. Galileo supports three Modbus protocol
versions: Modbus RTU (Remote Terminal Unit), Modbus ASCII, and Modbus TCP. Modbus RTU and
Modbus ASCII communications use serial interfaces for communication. Meanwhile, Modbus TCP
uses the Ethernet interface to communicate.

Note:

Due to the way in which data is packed at the protocol level, Modbus RTU is usually more
efficient than Modbus ASCII.
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9.5 Set up communication to Modbus device

62

PLC Selection & Configuration X
[Select additional communication] -
Selected communications:
Model Interface Description
0 Modbus RTU COM2 (R5232) A
Information: PLC Parameters:
Baudrate: 115200, 57600, 38400, 19200, 9600 Baud Stop Bits (D=default, 1,2): 03
Data Bits: 8 . -
Stop Bits: O=according to Modbus spedification, 1, 2 Default Node: 1 :
Parity: 0=even, 1=odd, 2=none Status Refresh [s]: 03
R e Address Offset: 1%
ittle /Big Endian Mode: 5
Little Endian M5B on higher address than LSB Parity (0=even, 1=odd,2=none): 0z
Big Endian LSB on higer address than MSB Break [ms]: 0z
. . . Min. Cycle Time [ms]: 0z
Ensure that the connected station and the station defined in the tag address match. . -
Under "Break[ms]” you can enter a delay between two requests, This can be helpfull Endian Mode: Little endian -
with some kind of PLC. Baudrate: 9600 -
Memory alignment inside structures: 1Byte -
Documents:
- MNO480 192U-DE, M004885 (german) Additional Parameters:
- MN0480 192U-EN, MO04886 {engiish) i
oK | | Cancel
4
Fig. 42 Configuring communications in Galileo - Modbus RTU
PLC Selection & Configuration x
[Select additional communication] -
Selected communications:
Model Interface Description
0 | Modbus ASCII ~ COM2 (R5232)
Information: PLC Parameters:
Baudrate: 115200, 57600, 38400, 19200, 9600 Baud Stop Bits (D=default, 1,2): 0=
Data Bits: 8 . -
Stop Bits: O=according to Modbus specification, 1, 2 Default Node: 15
Parity: O=even, 1=odd, 2=none Status Refresh [s]: 0%
LiteBig Endian Mod Address Offset: 1%
ittle /Big Endian Mode R "
Little Endian MSE on higher address than LSE Parity (0=even, 1=odd,2=none): os
Big Endian LSB on higer address than MSB Break [ms]: 0%
7/8 Bit Mode
Ensure that the connected station and the station defined in the tag address match. o
Under "Break[ms]" you can enter a delay between two requests. This can be helpfull Min. Cycle Time [ms]: 0z
with some kind of PLC. Endian Mode: Littls endian -
Baudrate: 9600 -
Documents: Memory alignment inside structures: 1 Byte -
- MNO480192U-DE, MO04835 (german)
- MN0480 192U-EN, M0D4886 {engiish)
Additional Parameters:
I
oK | | Cancel
Y
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Fig. 43 Configuring communications in Galileo — Modbus ASCII

PLC Selection & Configuration

[Select additonal communicaton]

Selected communications:
Mode! Interface
0 Modbus TCP v Ethernet

Information:
Port Number: 502 (default)

IP Address or Hostname: Refer to the 'Windows CE' documentation for further information about the network name resolution.

Little/Big Encian Mode:  Byte Order:

Little Endian 0,1,2,3 MSBis on higher address than LSB
Big Endian 3,2,1,0 LSBisonhigher address than MSB
Little Endian Twisted 2,3,0,1
Big Endian Twisted 10,32

Documents:
- MNO48019ZU-DE, M004885 (german)
- MNO48019ZU-EN, M004886 (english)

Fig. 44 Configuring communications in Galileo — Modbus TCP

9 Modbus communication
9.5 Set up communication to Modbus device

Desaription

PLC Parameters:
Default Unit Identifier:
Status Refresh [s]:
Address Offset:

Port Number:
Break [ms]:
Startup Delay []:

IP Address or Hosmame:

Min. Cydle Time [ms]:
Endian Mode:
Memry alignment inside

Additional Parameters:

Little endian -

structures: 1Byte

oK Cancel

In "PLC Selection and Configuration," select the appropriate COM interface for Modbus RTU and
Modbus ASCII. In the case of Modbus TCP, only Ethernet will be available for selection. The
screenshots above show examples in which Modbus RTU, ASCII, and TCP are selected respectively.

. . : = n_
Communication P8 | S
[+ 4 < ol
Stopbits (0=standard, 1,2): | Parity Stopbit
Select the right stop bits for Flat 1
your controller. v v x
odd 1
None 2
Default Node: Enter the default PLC's station number here. v v x
Default Unit Identifier: Enter the station number here. x x v
Status Refresh [s]: For a description of this parameter, please refer to the documentation for v v v
Galileo.
Address Offset: As specified in the Modbus RTU specification, the start address of a data
packet minus 1 (address offset) will be transferred (Galileo address: 5 = Protocol address: 4). If v v v
your PLC does not use this convention, select a value of O for this parameter.
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9.5 Set up communication to Modbus device

Parity: (O=even, 1=odd, 2=none) Select the right parity for your PLC. The default for Modbus v v x
RTU is 0 (even parity).

Port Number: Select the port number that your PLC uses to communicate (default: 502). x x v
Break [ms]: Can be used to define a pause generated after an active data transfer with the v v v
PLC.

Min. Cycle Time [ms]: For a description of this parameter, please refer to the documentation v v v
for Galileo.

7/8 Bit Mode: x v x
Endian Mode: This parameter defines how the data is organized in the protocol. v v v
Baudrate: Select the right baud rate for your PLC from the options available. v v x
Startup Delay [s]: For a description of this parameter, please refer to the documentation for v v v
Galileo.

IP Address or Hostname: Your PLC's IP address or hostname. For more detailed information % x v
on the use of hostnames, please refer to the documentation for Windows CE.

Memory alignment inside structures: For a description of this parameter, please refer to the v v v
documentation for Galileo.
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9.5.1.1 Memory Alignment

9 Modbus communication
9.5 Set up communication to Modbus device

Memory alignment is used to define the granularity (8, 16, or 32 bits) with which data is grouped

within structures.

The table below shows the effect that the memory alignment of structures has on the data map and
data volume in the PLC based on the set granularity.

Data byte

Galileo structure

Memory Alignment

1 bytes

2 Byte (Word)

4 Byte (DWord)

00

Byte_a

Byte_a

Byte_a

Byte_a

01

02

Word_a

Word_a

03

Byte_b

Byte_b

Word_a

Word_a

04

05

06

07

DWord

DWord

Byte_b

Byte_b

08

Byte_c

Byte_c

09

10

Word_b

Word_b

DWord

Byte_c

1

DWord

12

13

Word_b

Byte_c

14

15

Word_b

9.5.2 Assigning addresses to tags

Now create a tag called "TestWord" in Galileo as shown in the screenshot below. Assign an address
on your PLC to the tag.
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9.5 Set up communication to Modbus device

o J ] TimerStruct * 3¢
[type here to filter] x
by Minute -
by Hour

% Value

by Days

by Active

by TimerMo

~ ® 4: Modbus RTU

W {TestWord

~ M #: Internal tags

st Bargraph

+ st Button

v at Choice_Switch

+ &t Dynamic

+ &t Flagdisplay

¥ flagSubmaskGlobal

¥ flagSubmaskInstancel
¥ flagSubmaskInstance?
¥ flagSubmaskInstance3
at Gauge_Control

at Graph

T MeterSubmaskinstance 1
T MetersubmaskInstance?
T MeterSubmaskinstance3
st ParamList

-899

Properties ‘TestWord'

|L'|T|'is vl

| Tag Address ~ |

] Active Syntax |R%d -

R (0-65535) 10

M Read at startup M Read on demand

! Palling Polling Rate [s]: [

m ‘Write on demand

s3duos E sabeLy E sadi] BlEQ @ | sBE ) ’b | lullﬂug
-

T YT T YW

Fig. 45 Setting the address — TestWord R

The Galileo "TestWord" tag is referenced to address R10 on the PLC, as shown in the screenshot
above.

Note:
If a station number is not explicitly specified for the PLC, the "Default Node" will be used.

The station number for the PLC can be explicitly specified for each tag as well (as shown in the
screenshot below).

Properties 'TestWord' o n
== v |
| Tag Address N |
W Active Syntax | R%d -
M Read at startup i Read on demand
] Poling Polling Rate [s]: (1]
E Write on demand

Fig. 46 Setting the address — TestWord ST5
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9 Modbus communication
9.5 Set up communication to Modbus device

In Galileo, addresses are assigned with the condition that each memory location for types "R" and
"RI" must contain a 16-bit value.

PLC address

Byte (8-bit value)

Word (16-bit value)

DWord (32-bit value)

R10.0

Byte[0] Bit 00..07

Word[0] Bit 00..07

DWord][0] Bit 00..07

R10.8

Byte[1] Bit 00..07

Word[0] Bit 08..15

DWord]0] Bit 08..15

R11.0

Byte[2] Bit 00..07

Word][1] Bit 00..07

DWord]0] Bit 16..23

R11.8

Byte[3] Bit 00..07

Word[1] Bit 08..15

DWord][0] Bit 24..31

R12.0

Byte[4] Bit 00..07

Word([2] Bit 00..07

DWord[1] Bit 00..07

R12.8

Byte[5] Bit 00..07

Word(2] Bit 08..15

DWord[1] Bit 08..15

R13.0

Byte[6] Bit 00..07

Word(3] Bit 00..07

DWord[1] Bit 16..23

R13.8

Byte[7] Bit 00..07

Word(3] Bit 08..15

DWord[1] Bit 24..31

Table with examples for linear data types with a start address of R10

In contrast, each memory location for types "M" and "MI" takes up 1 bit only.

PLC address

Byte (8-bit value)

Word (16-bit value)

DWord (32-bit value)

M17..24

Byte[0] Bit 00..07

Word[0] Bit 00..07

DWord]0] Bit 00..07

M25..32

Byte[1] Bit 00..07

Word]0] Bit 08..15

DWord]0] Bit 08..15

M33..40

Byte[2] Bit 00..07

Word][1] Bit 00..07

DWord[0] Bit 16..23

M41..48

Byte[3] Bit 00..07

Word][1] Bit 08..15

DWord[0] Bit 24..31

M49..56

Byte[4] Bit 00..07

Word(2] Bit 00..07

DWord[1] Bit 00..07

M57..64

Byte[5] Bit 00..07

Word(2] Bit 08..15

DWord[1] Bit 08..15

M65..72

Byte[6] Bit 00..07

Word(3] Bit 00..07

DWord[1] Bit 16..23

M73..80

Byte[7] Bit 00..07

Word[3] Bit 08..15

DWord][1] Bit 24..31

Table with examples for linear data types with a start address of R10

Creating a test screen

Now create a new screen, add a "Value Display/Entry" control to it, and assign "TestWord" to the

control.
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9 Modbus communication
9.5 Set up communication to Modbus device

& [ Timerstruct *  x

Dl Second o
- B | ]
& Minute
§ Hour
. Value | -99999
Days Properties 'Value Display Entry' =]
s Active |
| — _
E TimerNo . (L= Qy &
?  + [ 4: Modbus RTU .
TestWord . General ~
. 2.
™ #: Internal tags Style: prym— [
= 3 Bargraph
by Tag: 4.TestWord
; 4 Button . &g estitfor -
E 3 Choice_Switch . Keyboard:  Mumeric Min/Max -
" Dynamic . Format: Dedimal - E
[.. b Flagdisplay
3 flagSubmaskGlobal R
E flagSubmaskInstance 1 R Conversion: | <Mone: o
] flagSubmaskInstance2 Single Click -
flagSubmaskInstance3
| i » Gauge_Control . Position/Size -
— » Graph
g. » MeterSubmaskInstance1 T R
o4 b T MeterSubmaskInstance2 | RYE 20 5 205
» MeterSubmaskInstance3 T WH: 350 = a0 =
3 ParamList

Fig. 47 Properties — TestWord

The project is now ready and communication with the PLC can now be tested.

Test Project

Since Modbus RTU and ASCII work with RS232 as well, you have the option of testing your project
directly on the computer. If the PLC features an Ethernet interface, Modbus TCP can also be used for
communicating.

The following example assumes that Modbus RTU has been selected as the communication method.

Requirements for communication with Modbus RTU or Modbus ASCII:
The PLC interface must support the RS$232 standard.

i,

Use a communication cable to connect the PC and the PLC.

Now compile the project you created previously and run Galileo Runtime by clicking on the green
arrow button.
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9 Modbus communication
9.5 Set up communication to Modbus device

’ & Simulator vl | @ Undc YR
@ Upload Copy [ P

Build and

Deploy Build docut MO

Build and Deploy Clipboard

Build and Deploy

Compiling the project and transfer the data to the configured
target,

F&

—p— PO EATT

Fig. 48 Compile Project

The first time, you will need to specify the PC COM interface that is being used to connect to the

PLC.

PLC Selection & Configuration X
[Select additional communication] -
Selected communications:
Model Interface Description -
1 | A. Bradley - MicroLogix - EtherNet/IP Etherneti
2 Siemens - Industrial Ethernet Ethernet1
3 |CODESYSV2 Ethernet1
4 Modbus RTU iCOM1 (RS232) -
|comi (rs232) ) -
Information: PLC Parameters:
Baudrate: 115200, 57600, 38400, 19200, 9600 Baud Stop Bits (0=default, 1,2): -
Data Bits: 8 . -
Stop Bits: D=according to Modbus specification, 1, 2 peloult Node: 1
Parity: O=even, 1=odd, 2=none Status Refresh [g]: p=
Litteig Endian Mod Address Offset: b=
ittle/Big Endian Mode B "
Litte Endian MSE on higher address than LSB Parity (0=even,1=odd, 2=nane): oy
Big Endian LSE on higer address than M58 Break [ms]: =
= pe
Ensure that the connected station and the station defined in the tag address match. Mm‘_ Cyde Tme ms]: - . o=
Under "Break[ms]” you can enter a delay between two requests, This can be helpfull Endian Mode: Lite endian -
with some kind of PLC. Baudrate: 9500 -
Memory alignment inside structures: 1Byt -
Documents:
- MND480197U-DE, M004885 (german) Additional Parameters:
- MND48019ZU-EN, MD04886 (english)
oK | | Cancel
A

Fig. 49 Selecting the interface

After this, Galileo Runtime will establish an active connection to the PLC, after which you will be able
to set a value of your choice for the "TestWord" tag.
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9 Modbus communication
9.6 Set up communication to Wago 1/0 System

Exit Galileo Runtime by clicking on the "X" icon in the upper right corner or using a configured "exit"
function, then run it again. If the last value you entered is shown, this means that everything has been

configured properly.

H Galilec Simulator - "C:\Users\E3509675\Deskt... P ‘

Wi

I 85

SYSINFO EXIT

You can now transfer the project to your panel and then restart the panel. For more information,
please refer to the documentation for Galileo.

Note:
The plug and pin assignment for the SYSTEM PORT on the panel are identical to those for the

standard RS232 PC interface. You can use the exact same communication cable in this case!

Set up communication to Wago 1/0 System

The general requirements from the previous sections apply. The following information only provides
specific instructions and settings for the WAGO I/O system.

Eaton Automation does not provide support for the WAGO programming tool. If you have any
questions, please contact the developer directly.

Function principle

The type of connection shown below is only supported by programmable WAGO field bus controllers,
such as the LON 750-819 coupler shown.

LON network
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9.6.3

9 Modbus communication
9.6 Set up communication to Wago 1/0 System

Interface terminal

- RS422 : 750-653
- RS232 : 750-650

Cable assembly and termination

DS 9pol male

Panel/PC RS422 WAGO module
COM PORT 750-653
PIN SIG SIG PIN
2 TxD+ RxD+ 2
3 RxD+ TxD+ 1
7 TxD- RxD- 6
8 RxD- TxD- 5
5 o ov 7
CASE SHIELD SHIELD
Panel/PC RS232 WAGO module
COM PORT 750650
PIN SIG SIG PIN
2 RxD TxD 1
3 TxD RxD 5
5 o ov 3
CASE SHIELD SHIELD

Setting up communication
In the "PLC Selection" dialog box, select a model as follows:
=>» SYSTEM PORT: "Modbus RTU":
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PLC Selection & Configuration

[Select additional communication]

Selected communications:

Model

0 | Modbus RTU

Information:

Baudrate: 115200, 57600, 38400, 15200, 9600 Baud

Data Bits: 8

Stop Bits: 0=according to Modbus specification, 1, 2
Parity: 0=even, 1=

odd, 2=none

Little /Big Endian Mode

Little Endian
Big Endian

Ensure that the connected station and the station defined in the tag address match. .
Under "Break[ms]” you can enter a delay between two requests, This can be helpfull Endian Mode: Little endian

MSE on higher address than LSB
LSB on higer address than MSB

with some kind of PLC.

Documents:

- MN0480157U-DE, M004885 (german)
- MNO480152U-EN, M004886 (engiish)

9 Modbus communication

9.6 Set up communication to Wago 1/0 System

Interface Description

~ COM1{RS232)

PLC Parameters:
Stop Bits (0=default, 1,2):
Default Node:
Status Refresh [s]:
Address Offset:
Parity (0=even, 1=odd, 2=none):
Break [ms]:
Min, Cyde Time [ms]:

Baudrate: 9600
Memory alignment inside structures: 1 Byte

Additional Parameters:

oK

Fig. 50 Configuring communications in Galileo - Modbus RTU

0 oo kb wo

R R R TR Tae TS

Cancel

Configure the parameters as shown in the screenshot above. Observe the notes regarding the
"Default Node" parameter.

Note:

The "Break [ms]" parameter should be assigned a higher value (+10 ms) than the timeout set
on the WAGO function block (TERMINAL_MODBUSSLAVE_RTU).

For more information, please refer to the WAGO document titled "Connecting an Eaton Automation
Touch Panel to a WAGO 750-8xx Controller.”

9.6.4 Addressing

For Modbus RTU communication with WAGO controllers, the panels support the function codes
described below, as well as the corresponding data storage areas.

Modbus register Galileo Function code Data type Granularity
Read Write
Coils 0x01 OxOF Bit 16-bits
Registers R 0x03 0x10 Word 16-bits
Galileo Modbus WAGO Controller Modbus Galileo
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9.6.5

9 Modbus communication
9.6 Set up communication to Wago 1/0 System

M 2> | O0x0F |=>

2| 0x01 |=> M
aDATA[BIT_OFFSET]

R 2> | x10 |=>

> 03 || R
aDATA[0]

Note:
The WAGO TERMINAL_MODBUSSLAVE_RTU block defines an ARRAY for a maximum of 256
Modbus registers (aDATA).
The BIT_OFFSET parameter can be used to define the index in the ARRAY starting from which
the coils are stored.

Fault messages

If there is a communication malfunction, one of the following system messages may be generated:

System message (Status)

Possible cause

R CONNECTION" There is no bus connection or the connection cable was

Y CABLE" assembled incorrectly.

M TIMEOUT" The PLC is sending an incomplete data stream.

M ADDRESS’ The requested address is not available on the PLC.

N s ILLEGAL DATA ADDRESS”

Y STATION” The response was not generated by the addressed PLC.

Y PROTOCOL" The PLC's response does not conform to the Modbus

Y ILLEGAL FUNCTION” RTU specification, or the Modbus function (function
code) is not available.

RS CHECKSUM?” The data packet's checksum is incorrect.
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10 ELC (Eaton Logic Controller) communication
10.1 Function principle

ELC (Eaton Logic Controller) communication

Function principle

This communication method uses the Modbus protocol (ASCIl and RTU for the RS232 and RS485
ports, as well as Modbus/TCP over Ethernet). Communication takes place between a panel, or a PC,
and exactly one "controller” via RS232, RS485, or Ethernet.

The front connector is an RS232 interface.

The connector at the bottom of the device is an RS485 interface.

H W =

RS232 RS485 RS485 RS232 Ethernet
wow e o o
- [ [= - fm] O - [ [=] : =] O
4 |8 g |z £ | : B |2
= g |8 S = |8 2 g[8
- ] o O ) o o - O O
: o ol fm] fm] o o - D fm]
o [= | g of =] =] =
... LB 8 ... LB = .. LB = s s | D =
::: (g [H it:ii 8 TH i: 8 [B iii: (g [B
) o . L g [= o L [=) =
o = . g ) = =] T = O
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Fig. 51 How it works with panels
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Fig. 52 How it works with PCs
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10.2.1.2

10 ELC (Eaton Logic Controller) communication
10.2 Communication parameters

Communication parameters

The baud rate settings for the client and the controller must be identical.
The client uses node address 0.

Configure the controller's RS232 or RS485 port as follows:

Node address: Can be specified using the communication parameters
System Mode

Modbus (ASCII / RTU / TCP)

7 Data Bits, Even Parity, 1 Stop Bit (= Modbus ASCII)

8 Data Bits, Even Parity, 1 Stop Bit (= Modbus RTU/TCP)

No Handshaking

BCC or CRC Error Detection

1000 ms ACK Timeout

Supported systems

Client

The following devices can communicate with ELCs (Eaton Logic Controllers):

m  PC with Galileo Open and RS232 or RS485 interface

m XV series panel with RS232 or RS485 interface

m  XC series panel with RS232 or RS485 interface

Starting here, the term client will be used in order to refer to these devices and the software running
on them.

Server:

All ELC controllers are supported:

m  ELC PV (the highest category that has been tested)

Starting here, the term controller will be used in order to refer to all ELC devices.
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10 ELC (Eaton Logic Controller) communication

10.3 Supported data

Supported data

Addresses

Designation Address range Data Type
S 0...1023 Bit

X 0..377oct(zB.0...7,10...17)  Bit

Y 0...377 oct Bit

T 0...255 Bit / Word
M 0...4095 Bit

Cc 0..255 Bit / Word
D 0...9999 Word

Tab. 21 Supported addresses

Cable assembly and termination

Pin assignment for the RS232 programming interface on the controller.

Fig. 53 Pin assignment for the port on the controller

Pin No. Designation

+5V

+5V

GND

Rx

Tx

GND

NC

O |IN[ocjO | B WIN|—~

GND

Tab. 22 Pin assignment for the port on the controller
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10 ELC (Eaton Logic Controller) communication
10.5 Set up communication to ELC device

RS232 cable dimensions.

PC Connection (RS232) ELC Connection
54.5 ol 2
> 3000 +- 50 7=
||| O &sl- EEL @
6.0

Fig. 54 RS232 cable

PC/HMI COM port <> ELC COM1 Port
9-pin female D-sub 8 Pin MINI DIN

Rx 2<«—>»5 Tx " 5

Tx J«>»4 Rx + ER -2

GND 5«8 GND ' %
1— 7 12 5V
43 g :

6

Tab. 23 Pin assignment for RS232 plug

Both the client and the controller feature an RS232 and/or RS485 port and can be connected using
this port.

Set up communication to ELC device

The Galileo visualization program supports the use of multiple parallel communication channels. One
controller will take up one serial interface exclusively.

Galileo defines 6 ELC communications: ELC generic ASCII, ELC generic RTU, ELC generic TCP,
ELC-PV ASCII, ELC-PV RTU and ELC-PV TCP. The suffix ASCII, RTU and TCP defines the
MODBUS transport protocol to be used. The communications which have a name starting with ELC-
PV should be used to communicate with ELC-PV and ELC2-PV devices. The communications
containing the term generic in the name should be used to communicate with all other ELC flavours
(ELC-PB, ELC-PA, ELC-PC, ELC-PH, ELC2-PB, ELC2-PA, ELC2-PC).

The communication parameters between the ELC generic and ELC-PV communications for the same
MODBUS protocol, e.g. for ELC generic RTU and ELC-PV RTU, are the same. Therefore in the
following subsections only one communication for each MODBUS transport protocol is discussed.

Setting up ELC generic ASCIl and ELC-PV ASCIl communications

Depending on your device select either ELC generic ASCII or ELC-PV ASCII as communication and
configure the communication parameters as required. The following image shows an example of the
configuration dialogue for the ELC-PV ASCII communication.
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10.5 Set up communication to ELC device

PLC Selection & Configuration b

[Select additional communication] -

Selected communications:

Model Interface Description
0 ELCPV ASCII v COM1
Information: PLC Parameters:

?,‘Z“tSEE.’ LB T, T T S Baud Stop Bits (0—defauit, 1, 2); 0=

Stop Bits: D=according to Modbus spedfication, 1, 2 Default Node: 135

Parity: 0=even, 1=o0dd, 2=none Status Refresh [s]: 03

Little/Big Endian Mode Parity (0=even, 1=0dd, 2=none): 03

Little Endian MSE on higher address than LSB Break [ms]: [

Big Endian LSB on higer address than MSB 7/8 Bit Mode 7

Ensure that the connected station and the station defined in the ta 2 Min. Cyde Time [ms): 50 5

Under "Break[ms]” you can enter a delay between two requests, Tt Endian Mode: Little endian -

with some kind of PLC, e Q600 .
Memory alignment inside structures: 1Byte -

Additional Parameters:

] »

Communications Manual

OK Cancel
Vi
Fig. 55 Configuring communications in Galileo — ELC-PV ASCII
Communication parameters Comment
Stopbits (0=standard,1,2): Select the right stop bits for your controller.
If "0=default" is selected: The stop bit will be automatically
selected as per the Modbus standard based on the selected
parity.
Parity Stop bit
Flat 1
odd 1
None 2
Default Node: Enter the station number for the default PLC here.
Status Refresh [s]: For more information, read the online help for your Galileo
version.
Parity: (O=even, 1=0dd, 2=none) Select the right parity for your PLC. The default for Modbus RTU
is 0 (even parity).
Break [ms]: Can be used to define a pause generated after an active data
transfer with the PLC.
7/8 Bit Mode: Number of data bits per character
Min. Cycle Time:
Endian Mode: This parameter defines how data is organized in the protocol.
Baud Rate: The baud rates for the client and controller must be identical.
Memory alignment inside 1 Byte, 2 Byte (Word), 4 Byte (DWord)
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10.5 Set up communication to ELC device

structures:

Tab. 24 ELC generic ASCII and ELC-PV ASCII communication parameters

10.5.2 Setting up ELC generic RTU and ELC-PV RTU communications

Depending on your device select either ELC generic RTU or ELC-PV RTU as communication and
configure the communication parameters as required. The following image shows an example of the
configuration dialogue for the ELC-PV RTU communication.

PLC Selection & Configuration x

{[Select additional communication] HAd

Selected communications:

Mode! Interface Description
0 ELCPVRTU > COM1

Information: PLC Parameters:
Baudrate: 115200, 57600, 38400, 19200, 9600 Baud = - -
et Stop Bits (0=default, 1,2): a :
Stop Bits: 0=according to Modbus spedfication, 1, 2 Default Node: 13
Parity: 0=even, 1=odd, 2=none Status Refresh [s]: o2
LittleBig Endian Mode Parity (0=even, 1=odd, 2=none): o
Little Endian M5B on higher address than LSB Break [ms]: o3
Big Endian LSB on higer address than MSB Min. Cycle Time [ms]: 50 &
Ensure that the connected station and the station defined in the ta 5 Endian Mode: Little endian v
Under "Break[ms]" you can enter a delay between two requests. Tt Baudrate: 9600 -
-

with some kind of PLC. —
Memory alignment inside structures: 1Byte

Additional Parameters:
] »

Communications Manual

OK Cancel

Fig. 56 Configuring communications in Galileo — ELC-PV RTU

Communication parameters Comment

Stop Bits (0=default,1,2): Select the right stop bits for your controller.
If "0=default" is selected: The stop bit will be automatically
selected as per the Modbus standard based on the selected

arity.
Parity Stop bit
Flat 1
odd 1
None 2
Default Node: Enter the station number for the default PLC here.
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10.5 Set up communication to ELC device

Status Refresh [s]: For more information, read the online help for your Galileo
version.

Parity: (O=even, 1=0dd, 2=none) Select the right parity for your PLC. The default for Modbus RTU
is 0 (even parity).

Break [ms]: Can be used to define a pause generated after an active data
transfer with the PLC.

Min. Cycle Time:

Endian Mode: This parameter defines how data is organized in the protocol.

Baud Rate: The baud rates for the client and controller must be identical.

Memory alignment inside 1 Byte, 2 Byte (Word), 4 Byte (DWord)

structures:

Tab. 25 ELC generic RTU and ELC-PV RTU communication parameters
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10 ELC (Eaton Logic Controller) communication
10.5 Set up communication to ELC device

Setting up ELC generic TCP and ELC-PV TCP communications

Depending on your device select either ELC generic TCP or ELC-PV TCP as communication and
configure the communication parameters as required. The following image shows an example of the
configuration dialogue for the ELC-PV TCP communication.

PLC Selection & Configuration x

[Select additional communication] R

Selected communications:

Madel Interface Description
0 ELCPVTCP ~ Ethernet
Information: PLC Parameters:
Port Mumber: 502 (default) = I -
1P Address or Hostname: Refer to the 'Windows CE' documentation BTV, 0
Status Refresh [s]: 0 2
Litte/Big Endian Mode:  Byte Order: Part Mumber: 502 4
Little Endian 0,1,2,3 MSBis on higher addres: Break [ms]: 0z
Big Endian 3,2,1,0 LSBison higher address Startup Delay [s]: 5=
Little Endian Twisted 2,301 IP Address or Hostname:
Big Endian Twisted 1,0,3, 2
Min. Cyde Time [ms]: 50 %
Endian Mode: Big endian -
Memary alignment inside structures: 1Byte -
Additional Parameters:
1 »
Communications Manual
oK Cancel

Fig. 57 Configuring communications in Galileo — ELC-PV TCP

Communication parameters Comment

Standard Unit Identifier: Required in order to communicate with target units located behind
bridges, routers, or gateways addressed with a single IP address.
The "Unit Identifier" identifies the target unit.

Status Refresh [s]: For more information, read the online help for your Galileo
version.

Port number Default port number

Break [ms]: Can be used to define a pause generated after an active data
transfer with the PLC.

Startup Delay [s] For more information, read the online help for your Galileo
version.

IP Address or Hostname: IP address or hostname
Example: 172.17.103.5

Min. Cycle Time:

Endian Mode: This parameter defines how data is organized in the protocol.
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10.5 Set up communication to ELC device

Memory alignment inside 1 Byte, 2 Byte (Word), 4 Byte (DWord)
structures:

Tab. 26 ELC generic TCP and ELC-PV TCP communication parameters

Assigning addresses to tags

Gallileo supports the following address formats and data types:

Galileo Controller

C%d Tags on the controller.
D%d
M%d
S%d
T%d
X%0
Y%o0

Tab. 27 Address formats in Galileo

Galileo Controller

Bit / Error C,M S, T,XY
Byte: not supported
Word C,D,T

DWord Cc

Float not supported
String not supported
Structure not supported

Tab. 28 Data types in Galileo
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11 SIMATIC S7 communication
11.1 Function principle

SIMATIC S7 communication

Function principle
This documentation describes the following three communication options:

e  Siemens - MPI
for panels with an MPI/DP interface.

e  Siemens - Industrial Ethernet
for panels with an Ethernet interface.

e  Siemens - S7 Profibus Standard Profile
for panels with an MPI/DP interface.

Panel on MPI/PROFIBUS-DP network

The connection to the SIMATIC S7 is made either directly via the CPU's programming port (MPI) or
via a PROFIBUS port (CPU or CP) that supports S7 communication. In this regard, no function blocks
need to be enabled and, in the case of MPI, no parameters need to be configured. As soon as the
panel is connected to the network, it will be shown with the configured node number in the PG, under
"Accessible Nodes." However, you will not be able to establish a connection to the node with the PG.
If you attempt to establish a connection anyway, the panel will reject the connection and the PG will
show a prompt saying "User refuses connection setup."

The panel can establish an active connection to a maximum of 42 nodes (SIMATIC S7 PLCs)
simultaneously.

Note:
SIMATIC PLCs only support a limited number of connections. Each panel will take up at least
one OP connection.

Panel

ST2 ST4 ST5

Fig. 58 How the panel works on an MPI/PROFIBUS-DP network
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11.1 Function principle

The following are the default settings for the addresses in the MPI network:

MPI address 0 is reserved for the SIMATIC PG.

MPI address 1 is the default setting for an Operator Panel (MMI)

MPI address 2 is the default setting for a PLC

MPI addresses 3 to HSA (highest station address) are freely available

Panel on Industrial Ethernet network

The connection to the SIMATIC S7 is made directly using the CPU's or CP's Ethernet port.

In this regard, no additional parameters need to be configured and no function blocks need to be
enabled. Another option is to use a gateway (router) to communicate with other PLCs on the
MPI/PROFIBUS-DP network. In order to use this option, one of the nodes on the Ethernet network
must take over the router function. A SIMATIC S7 station with an Ethernet interface and an
MPI/PROFIBUS interface or a panel with an Ethernet port and an MPI interface can be used as a
router.

For information on how to use a panel as a router, please refer to the "S7 PG Router" user manual.

The panel can establish a connection to multiple nodes (SIMATIC S7 PLCs) simultaneously.

Note:
SIMATIC PLCs only support a limited number of connections. Each panel will take up at least
one OP connection.

192.168.0.2 192.168.0.3

Ethernet
|
__________ . 192.168.0.40
192.153.0.39’ 5 E : M
Router — or : ST-5
MPI/PB ; nm | l
ST-31 T '
| |
ST2 ST4

Fig. 59 How the panel works on an Industrial Ethernet network
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11 SIMATIC S7 communication
11.2 Communication parameters

Note:

The station and IP addresses shown above are examples. What is important is for each
individual node to be assigned its own unique station and/or IP address.

Communication parameters

Addresses

Addresses are assigned based on SIMATIC syntax conventions. All common data types are

supported.

Address syntax without station number Data Block

AB %d.%d Out

EB %d.%d input

MB %d.%d Marker

DB %d.DBX %d.%d

DB %d.DBB %d

DB %d.DBW %d Data access in data function block
DB %d.DBD %d

Tab. 29 Supported addresses without station number

Address syntax with station number Data Block
ST %d:AB %d.%d Out

ST %d:EB %d.%d input

ST %d:MB %d.%d Marker

ST %d:DB %d.DBX %d.%d
ST %d:DB %d.DBB %d
ST %d:DB %d.DBW %d
ST %d:DB %d.DBD %d

Data access in data function block

Tab. 30 Supported addresses with station number
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11.2 Communication parameters

Wildcard %d stands for a decimal number that must be entered when setting the addresses for the
individual tags. ST stands for the station number on the MPI/PROFIBUS network. If a station number
is not specified when assigning addresses, the default station number from the "PLC Selection and
Configuration" dialog box will be used.

PLC Selection & Configuration x

[Select additional communication] -

Selected communications:

Model Interface Description
0 | Persistent Tag Storage Local GRS-Local
1 A Bradley - MicroLogix - EtherNet/IP Ethernet
2 Siemens - Industrial Ethernet v Ethernet
Information: PLC Parameters:
MPI/PROFIBUS Station No: MPI/PROFIBUS Station No.: =
Station number of the routing station in the routed network. Default Station No: l |
MPI/PROFIBUS 57-Subnet-ID: 57-Subnet-Id of the routed network. Status Refresh [5]: 03
Use the XXXX-XXXX format. Default Slot: 2 s
TP Address or Hostname®* of the routing station, Startup Delay [¢]: 0z
IP Address or Hostname: 192.168.1.1
Default Slot: Placement of the message target CPU. MPLPROFIBUS 57-Subnet-ID: 0027-0001
Rack s slot 1 to 31; Rack 1is slot 33 to 63; etc., Lk ubnet
Min, Cycle Time [ms]: 50 3
The routing station is a CPU, CPU with PROFIBUS CP or panel with S7 PG Router. Endian Mode: Bigendan  +

The routing station is accessed by addressing "MPI/PROFIBUS Station No™.
Memory alignment inside structures: Siemens

*Refer to the "Windows CE' documentation for further information about the network name resolution.

Documents: Additional Parameters:
- MNO48020592-DE, M000211 (german) [
- MND4802053Z-EN, M000335 (english)

oK Cancel

Fig. 60 PLC Selection & Configuration — Station number 2

If a station number is specified when assigning the tag's address, the default station number from the
"PLC Selection and Configuration" dialog box will not be used for the tag.
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Tags o H [ startmask 3
{hipe e e T Properties DB10_DEB10' o
D] » ¥ 0: GRS-Local \
9, ¥ 1: A Bradley - MicroLogix - Ethert | UMits -
@ .
ﬁ ~ | 2: Siemens - Industrial Ethernet H /] Open Limit
| by DB10_DEB10 s
"' = #: Internal tags EEELE 0~
&% v ) 4 System Tags Maximum: 127 l
=
o
] Upper Limit:
@_ Loweer Limit: |
= Minimum:
&
o .
g Tag Address LA |
& ——— |
1 Active Syntax | ST%d:DE %d. DEB%d - F
v sTzoBpOBBO
5 ST (0-126) 2
2 :DB (0-65534) 10 !
. ,DBB (0-65534) 10
v I
w0 "
2 :
E
&
W Read at startup w1 Read on demand
m Poliing Polling Rate [s]: 0 :
m ‘Write on demand
T

Fig. 61 Setting an address — DB10_DBB10

Memory alignment inside structures

Memory alignment defines how the individual tags in a structure are stored in the PLC's memory.
Within Siemens PLC's, data function blocks are normally defined with a memory alignment of 2 bytes.
However, there are some Siemens specific variations to a standard 2 bytes alignment. Therefore for
Siemens communications in Galileo there is, besides the standard 2 and 4 bytes alignment, also an
alignment option called Siemens available. This is the default setting and should be used, if one
intends to access function blocks from within Galileo.

For more information on memory alignment, please refer to the documentation for Galileo or to the
online help for Galileo.

Status Refresh

For information on startup delays, please refer to the online help for Galileo.

Default Slot

The rack slot for the CPU to which an address is being assigned must be entered. If the network
cable is connected directly to the SIMATIC S7 CPU (MPI/DP), a value of 0 can be entered.
Rack 0 has slots 1 to 31, Rack 1 has slots 33 to 63, efc.

This setting will apply to all the stations corresponding to a connection.
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PLC Selection & Configuration x

[Select additional communication] -

Selected communications:

Model Interface Description
0 | Persistent Tag Storage Local GRS-Local
1 A Bradley - MicroLogix - EtherNet/IP Ethernet
2 Siemens - Industrial Ethernet ¥ Ethernet
Information: PLC Parameters:
MPI/PROFIBUS Station No: MPI/PROFIBUS Station No.: 2%
Station number of the routing station in the routed network. Default Station No: 2=
MPI/PROFIBUS 57-Subnet-1D: 57-5ubnet-Td of the routed network. Status Refresh [5]: LA
Use the XXXX-XXXX format, Default Slot: I 22
1P Address or Hostname™®* of the routing station. Startup Delay [<]: 0z
1P Address or Hostname: 192.168.1.1
Default Slot: Placement of the message target CPUL. MPLPROFIBLS 57-Subnet-ID: 20270001
Rack 01s slot 1 to 31; Rack 1is slot 33 to 63; etc, ix ubnet-
Min, Cycle Time [ms]: 50 3
The routing station is a CPU, CPU with PROFIBUS CP or panel with 57 PG Router, Endian Mods: Bigendian  +
The routing station is accessed by addressing "™MPI/PROFIBUS Station No™.
Memory alignment inside structures: Siemens -
**Refer to the 'Windows CE' documentation for further information about the netwerk name resolution,
Documents: Additional Parameters:
- MND48020532-DE, M000311 (german) [
- MN048020527-EN, M000235 (english)
oK Cancel

Fig. 62 PLC Selection & Configuration — Default slot 2

11.3 Importing tags
The following file formats are supported:
o  Siemens Step7 — Symbol table (*.seq) und DB (*awl)
e  Siemens TIA — Symbol table (*.xIsx) und DB (*.awl)

Note:
Make sure that the selected memory alignment is Siemens before you start a tag import.

Since sometimes not all addresses of data function blocks are known during import, the missing DB
numbers must be specified in the second import step.
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11.3 Importing tags

Galileo Varizblen-Import

Datenblocknummern spezifizieren

Name DB Nummer
DBE1
DB2
DB3
DB4
DBS

N e

= Abbrechen

Fig. 63 Specifying DB numbers

11.31 Data Type

Time data types are imported as follows:

Data type Comment

S5TIME S5TIME is mapped to DWORD on the client.

TIME TIME is mapped to DWORD on the client.

DATE DATE is mapped to DWORD on the client.
TIME_OF_DAY TIME_OF_DAY is mapped to DWORD on the client.
DATE_AND_TIME  DATE_AND_TIME is mapped to a structure of 8 byte size.
DTL DTL is mapped to a structure of 12 byte size.

Tab. 31 Supported time data types

The following data types are not supported as of this writing:
LTIME

LTIME_OF_DAY

LDT

LWORD

LINT

ULINT

LREAL

&
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User-defined types

11 SIMATIC S7 communication
11.3 Importing tags

Importing user-defined types is not supported. Instances of user-defined types are imported as

structures

Marker bits

Since it is not possible in Galileo to address bit variables individually, marker bits are combined into

arrays of eight bits.

Arrays

Multi-dimensional arrays of primitive data types must be declared as several single-dimensional
arrays. The higher dimensional indices are added comma separated in brackets to the variable name.

DATA BLOCE "MultiDimbrrays"
TITLE =
VERSION : 0.1

STRUCT
arr_Zd : APRAY [0 .. L1, 0 .. 1 ] OF INT :=
END_STRUCT
EECIN
arr_Zd[0, O] := 0;
arr_Zd[0, 1] := 0;
arr_zd[l, 0] := 0;

arr_zd[1l, 1] :
END_DAaTi ELOCK

0:

~ [®.0: Siemens - 57 Profibus Standard Profile
~ &t MultiDimArrays
» W arr_2d[0] [0..1]
w [0]
a; w [1]
» W arr_2d[1] [0..1]
W [d]
w 1]
™ #: Internal Tags

Fig. 64 Data function bloc with a two-dimensional array (AWL)

Fig. 65 Data function bloc with a two-dimensional array in
Galileo

One or more dimensional arrays of strings must be declared as single elements. The indices are
added comma separated in brackets to the variable name.

DATA BLOCE "STRING_ARRAY"
TITLE =
VERESION : 0.1

STRUCT

DE_VAR : ARRAY [0 .. 3 ] OF

STRING [10 1;

END_STRUCT ;
BEGIN

DE_VAR[O]

DE_VAR[1]

DE_VAR[Z]

DE_VAR([3]
END_DATA_ELOCK

-~ [®:0: Siemens - 57 Profibus Standard Profile
- st STRING_ARRAY
ab DB_VAR[D]
ab DB_VAR[1]
ab DB_VAR[2]
ab DB_vAR[3]
#: Internal Tags

Fig. 66 Data function bloc with an array of strings (AWL)

Arrays of structures are not supported.

Fig. 67 Data function bloc with an array of strings in Galileo
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11 SIMATIC S7 communication
11.4 Set up communication to SIMATIC S7 device

Reimport

Existing In, Out and Marker tags are merged with the existing tags based on their addresses. Data
function blocks are address-based merged as well.

All elements of a data function block are merged using their names instead of their addresses.

Set up communication to SIMATIC S7 device

This communication method requires a panel with an MPI interface. For information on the
communication cable, please consult the PROFIBUS section in the "Installation Instructions, General
Wiring Information" document.

Regardless of the number of connections, there must be 40 available license points on the device.

Note:
If you have any questions concerning license products, please contact your panel distributor.

Setting up communication - Siemens MPI
To be able to use Industrial Ethernet, you will need at least one of the following SIMATIC Manager
versions:

e STEP7V5.2 + NET driver

e STEP7V53

For more information on how to set up and configure a SIMATIC network, please refer to the help for
SIMATIC Manager / SIMATIC NetPro.

Note:
Before creating a connection to a panel on a SIMATIC S7 PLC, make sure that the SIMATIC S7
PLC can be reached on the network with the SIMATIC PG.

Hardware requirements
This communication method requires a panel with an Ethernet interface.

For information on the communication cable, please consult the Ethernet section in the "Installation
Instructions, General Wiring Information" document.

Regardless of the number of connections, there must be 40 available license points on the device.

Note:
If you have any questions concerning license products, please contact your panel distributor.

Select "Siemens - MPI" and configure the communication parameters as required.
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PLC Selection & Configuration

[Select additional communication] -

Selected communications:

Mode! Interface Description
0  Siemens - MPI ~ Profibus
Information: PLC Parameters:
Use the original profibus communication cable from SIEMENS. MMI Station Mo.: 23
For bus termination use the switches on the cable conntector case. Pttt 25
Status Refresh [s]: 0 +
HSA (15, 31, 63, 126): =
Documents: Fault Slat: 2«
- MND480205592-DE, MO00911 (german) Default Slot: -
- MN04802059Z-EN, M000235 (english) Min. Cyde Time [ms]: 50 &
Endian Mode: Big endian -
Baudrate: 187500 -

Memory alignment inside structures:  Siemens A

Additional Parameters:

QK Cancel

Fig. 68 Configuring communications in Galileo —Siemens MPI

Note:

Galileo supports multiple connections for the interface, i.e., multiple connections can be
configured for the same interface. This means that the tags (including the corresponding
system structures) on multiple PLCs can be assigned addresses. The baud rate, MMI station
number, and HSA for all connections must match.

Select "Siemens — MPI" in the "PLC Selection and Configuration" dialog box. The dialog box shown
above will appear so that you can configure the parameters required for the corresponding
communication method.

Baud Rate

187.5 kB and 1.5 MB are supported. The baud rate must match the baud rate setting for the MPI
subnet in STEP 7 SIMATIC Manager.

MMI Station No.

The panel's station number on the MPI network. The number must fall within a range of 1 to HSA.
Moreover, it is necessary to make sure that every node on the MPI subnet is assigned a unique MPI
address. If necessary, check the information in "Accessible Nodes" using the SIMATIC PG to check
which addresses have been assigned already.
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Highest Station Address (HSA)

The setting specifying the highest MPI address is used to optimize the MPI subnet. This setting must
match the setting for the highest MPI address on the MPI subnet in STEP 7 SIMATIC Manager. The
following values are valid: 15, 31, 63, and 126.

Setting up communication - Siemens Industrial Ethernet

Select "Siemens - Industrial Ethernet" and configure the communication parameters as required.

PLC Selection & Configuration x

[Select additional communication] -

Selected communications:

Model Interface Description
0 Siemens - Industrial Ethernet v Ethernetl
Information: PLC Parameters:
MPI/PROFIBUS Station Mo: MPI/PROFIBUS Station No.: 23
Station number of the routing station in the routed network. Default Station No: 2
MPI/PROFIBUS 57-Subnet-ID: 57-Subnet-Id of the routed netwark. Status Refresh [s]: o3
Use the XXXX-XXXX format. Default Slot: -
IP Address or Hostname™* of the routing station. Startup Delay [s]: -
IP Address or Hostname: 192.168.1.1
Default Slot: Flacement of the message target CPU. | -
Rack 05 slot 1 to 31; Rack 1is slot 33 to 63; ete, g MPIPROFIGUS S7.Gubnet D: 0027-0001
Min, Cycle Time [ms]: 50 %
The routing station is a CPU, CPU with PROFIBUS CP or panel with 57 PG Router. Endian Mode: Big endian -

The routing station is accessed by addressing "MPI/PROFIBUS Station No™.
Memory alignment inside structures:  Siemens

“*Refer to the "Windows CE' documentation for further information about the network name resolution.
Documents: Additional Parameters:

- MND48020592-DE, MOD0911 (german) |
- MN04802059Z-EN, M000935 {=nglish)

oK Cancel

Fig. 69 Configuring communications in Galileo —Siemens Industrial Ethernet

Note:

Galileo supports multiple connections for the Ethernet interface, i.e., multiple connections can
be configured for the same port. This means that the tags (including the corresponding
system structures) on multiple PLCs can be assigned addresses.

Select "Siemens — Industrial Ethernet" in the "PLC Selection and Configuration" dialog box. The
dialog box shown above will appear so that you can configure the parameters required for the
corresponding communication method.

Startup Delay

For information on startup delays, please refer to the online help for Galileo.
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MPI/PROFIBUS Station No.

Used to enter the station number of the node defined as a router on the MPI/PROFIBUS subnet. This
node can be a panel or a SIMATIC S7 station.

In the following example, in which communication takes place via a SIMATIC S7 station used as a
router, station number 31 would be entered for communication with stations 2 and 31.

Ethernet

@ MPLPROFIBUS

ST2

Fig. 70 Station numbers — Stations 2 and 31

In the following example, in which communication takes place via a panel used as a router, station
number 31 would be entered for communication with station 2.
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Ethernet

MPI/PROFIBUS

Fig. 71 Station numbers — Station 2 and panel 31

In the following example, in which a PLC is connected directly to the Ethernet network, 5 would be
entered for communication with station number 5.

Ethernet
—

STS MPI'PROFIBUS

Fig. 72 Station number — Station 5
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MPI/PROFIBUS S7-Subnet-ID

An MPI/PROFIBUS S7 subnet ID only needs to be entered if a PLC on the MPI/PROFIBUS subnet is
being accessed via a router. In the following example, this would be required for station number 2. A
subnet ID does not have to be entered if the PLC can be accessed directly via the Ethernet network.
The MPI/PROFIBUS S7 subnet ID must be taken from the SIMATIC network configuration, and
should not be confused with the Ethernet S7 subnet ID.

Ethernet

ST

S7-Subnetz-ID (z.B.:002 A-0001)
[ ]
ST 2 MPI/PROFIBUS

Fig. 73 MPI/PROFIBUS S7 - Subnet ID

IP Address

The IP address must match the setting for the SIMATIC station or panel with the PG router function.
This setting will be the router's / node's IP address on the Ethernet network.

In the following example, two connections would need to be configured:

1. 192.168.0.39 would be entered for the connection to station numbers 2 and 31.
2. 192.168.0.40 would be entered for the connection to station number 5.
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192.168.0.3

Ethernet

192.168.0.40

192.168.0.39 |

ST 31 T
I
[ ]
| ST2
Fig. 74 IP Address

Properties o o
Communication &
MMI Station Mo, : 13
Default Station No: 25
Status Refresh [g]: n 5
HSA (15, 31, 63, 126): 31+
Default Slot: pt
Min. Cyde Time [ms]: 50 &
Endian Mode: Big endian -
Baudrate: 187500 -
Memory alignment inside structures:  Siemens -

Fig. 75 Industrial Ethemet — IP address

Note:

The subnet mask for the panel must match the subnet mask for the SIMATIC S7 station. For
more information on how to set the panel's IP address, please refer to "Windows CE System
Description."
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Setting up communication to — Siemens - S7 Profibus Standard Profile

General

To be able to use this communication method, you will need a SIMATIC CPU/CP that supports S7
communication at least as a slave via PROFIBUS.

A panel will take up at least one OP connection.

For more information on how to set up and configure a SIMATIC network, please refer to the help for
SIMATIC Manager / SIMATIC NetPro.

Hardware requirements

This communication method requires a panel with an MPI/DP interface. For information on the
communication cable, please consult the PROFIBUS section in the "System Description — Networks
in Brief" document.

Regardless of the number of connections, there must be 40 available license points on the device.

Note:
If you have any questions concerning license products, please contact your panel distributor.

SIMATIC network settings

The standard profile must be selected under "Profile." When using this profile, the "Options..." button
can be used to take into account additional nodes, that cannot be configured with STEP 7, when
calculating the relevant bus parameters.

Note:
If you cannot run the PROFIBUS bus with the bus parameters for the standard profile, please
contact our Support staff.

Properties = ¥
Communication =
MMI Station Mo.: 13
Default Station No: 2%
Status Refresh [s]: o =
HsA (15, 31, 63, 126): 31 4
Default Slot: oz
Min. Cyde Time [ms]: 50 &
Endian Mode: Big endian -
Baudrate: 187500 -

Memory alignment inside structures:  Siemens
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Fig. 76 MP!I Profibus — Network settings

Exactly one active node with an S7 communication load must be added for each panel. The
percentage of the total bus load must be selected as "low."

Setting up communication - Siemens S7 Profibus Standard Profile

PLC Selection & Configuration 4

[Select additional communication] -

Selected communications:

Mode! Interface Description
0 Siemens - 57 Profibus Standard Profile ¥ Profibus
Information: PLC Parameters:
Use the original profibus communication cable from SIEMENS. MMI Station No.: 13
. . -
For bus termination use the switches on the cable conntector case. REfiEStation o: 25
Status Refresh [s]: 0 3
HSA (15, 31, 63, 126): 314
Documents: ot Slot: -
- MND48020592-DE, M000911 (german) Defauit Slot: 23
- MND4302059Z-EN, M000335 (english) TTR: 34304
Min. Cycle Time [ms]: 50 3
Endian Mode: Big endian -
Baudrate: ;
Memory alignment inside structures:  Siemens -

Additional Parameters:

oK Cancel

Fig. 77 PLC Selection and Configuration - Siemens S7 Profibus Standard Profile

Note:

Galileo supports multiple connections for the interface, i.e., multiple connections can be
configured for the same interface. This means that the tags (including the corresponding
system structures) on multiple PLCs can be assigned addresses. The baud rate, MMI station
number, and HSA, and TTR for all connections must match.

Select "Siemens — 7 Profibus Standard Profile" in the "PLC Selection and Configuration” dialog box.
The dialog box shown above will appear so that you can configure the parameters required for the
corresponding communication method.

Baud Rate

9.6 kbit/s, 19.2 kbit/s, 45.45 kbit/s, 93.75 kbit/s, 187.5 kbit/s, 500 kbit/s and 1.5 Mbit/s are supported
for XV100 and XV300 devices. In addition also the baud rates 3, 6 and 12 Mbit/s are supported for

Communications 01/2018 MN048019ZU-EN  www.eaton.com 99




11.5.4.2

11.5.4.3

11.5.4.4

11.5.4.5

100

11 SIMATIC S7 communication
11.5 Setting up communication to — Siemens — S7 Profibus Standard Profile

XV300 devices. The baud rate must match the baud rate setting for the PROFIBUS network in STEP
7 SIMATIC Manager.

The 45.45 kB baud rate is intended for segment couplers and links to PROFIBUS-PA.

Station Number

The panel's station number on the PROFIBUS network. The number must fall within a range of 1 to
HSA. Moreover, it is necessary to make sure that every node on the PROFIBUS subnet is assigned a
unique PROFIBUS address.

Highest Station Address (HAS)

The setting specifying the highest PROFIBUS address is used to optimize the PROFIBUS subnet.
This setting must match the setting for the highest PROFIBUS address on the PROFIBUS subnet in
STEP 7 SIMATIC Manager. The following values are valid: 15, 31, 63, and 126.

Target Rotation Time (TTR)
The TTRin t_Bit is calculated in the STEP 7 network configuration and must be copied accordingly.

Please note that changes to the SIMATIC network settings may affect the TTR.
Additional Parameters

Further bus parameters can be set in the “Additional Parameters” field. This field requires the
parameters to be specified as a name value pair, separated by an equal sign

<name>=<value>

without any spaces between the <name>, the <value> and the equal sign. Each line contains exactly
one entry.

The available parameters are listed in Error! Reference source not found.. The “Parameter Name”
in the table identifies the <name> in a name value entry.

The
Parameter Name  Description
TSL Slot time [tBit]
The maximal time in units of tBit a master waits for answer from a slave.
MinTSDR Minimum Station Delay of Responders [tBit]
The minimal time in units of tBit the slave has to wait before sending an answer.
MaxTSDR Maximum Station Delay of Responders [tBit]
The maximal time in units of tBit the slave is allowed to wait before sending an
answer.
TQUI Quiet time [tBit]

Time in units of tBit required after a transmission to change from sending to
receiving state.

TSET Setup time [tBit]
Time duration in units of tBit after switching to transmission mode before
sending of data can begin.

GapUpdateFactor ~ Gap update factor [token rotations]
MaxRetryLimit Maximal number of transmission retries
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Active Station activation flag. 0 means turned off, 1 means active.

Optimize Parameter to optimize the communication behavior.
The parameter must be specified as an integer. Each bit in the integer turns on
or off a certain feature.

Bit 0: If turned on, constant time for “SC confirmation”
Bit 1: If turned on, constant time for “no reply on indication”

Tab. 32 Additional parameters for Siemens S7 Profibus Standard Profile communication. tBit refers to the time duration
required to transmit a single bit.

Fault messages

If there is a communication error, a variety of system fault messages may be generated. In turn,
these system fault messages provide a variety of information:
e The address, followed by the block size in bytes, specifies the tag or tag blocks on which
the error has occurred.

o  The communication name corresponds to the "Description" field in the "PLC Selection and
Configuration" dialog box, and is used to identify the communication channel on which a
problem has occurred.

e  The station number after ST# is the MPI address for the affected PLC (CPU).

e The additional information may point out a potential error cause using cleartext. However,
this information may also be generated by deeper software layers. In other words, users
who are not extensively familiar with the system may not be able to always interpret the
contents of this additional information. Regardless, the troubleshooting procedure will
remain the same in all cases.

| Additional Error information

l Driver version l | Station number

Fig. 78 SIMATIC S7 - Fault messages

Bug Fix
We recommend checking the following:
e  Check the wiring and connections on the panel and PLC.
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e  Check the baud rate, HSA, and TTR settings. These settings must be the same for all
nodes. Check all other parameters in the "PLC Selection..." dialog box.

e  Check the MPI/PROFIBUS addresses on the network. Is the station number shown in the
system error message present and reachable on the MPI/PROFIBUS network? Each
address must only be found once on the network.

e Does the address for the tag shown in the system fault message exist in the corresponding
station? (Has the corresponding DB been created?)

e  Are Ethernet communications overloaded?
e  (Can the PLC (CPU) be reached with the SIMATIC PG?
e  Can the PLC (CPU) be reached with a ping command via Ethernet?

If the problem continues, please contact our Customer Support staff at automation@eaton.com.
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12.1 Function principle

SIMATIC S7 /200 PPl communication

Function principle
This documentation describes the following three communication options:
e  Siemens - PPl
for panels with a PROFIBUS interface.

This communication method requires a panel with a PROFIBUS interface.

For information on the communication cable, please consult the PROFIBUS section in the
"Installation Instructions, General Wiring Information” document.

Regardless of the number of connections, there must be 40 available license points on the device.

Note:
If you have any questions concerning license products, please contact your panel distributor.

Panel on PROFIBUS network

The connection to the SIMATIC S7-200 is made directly via the CPU's programming port (PPI) that
supports the PPI protocol. In this regard, no function blocks need to be enabled. As soon as the panel
is connected to the network, it will be shown with the configured node number in the PG, under
"Communication." However, you will not be able to establish a connection to the node with the PG.
The panel will be shown as "UNKNOWN address: n".

The panel can establish an active connection to multiple nodes (SIMATIC S7-200 PLCs)
simultaneously.

Note:

Networks featuring multiple panels and S$7-200 stations will be affected by various factors.
The baud rate and the number of stations will have a direct impact on communications and,
when the baud rates are low, may result in communication errors (timeouts).

ST2 ST4 ST5

Fig. 79 How the panel works on an MPI/PROFIBUS-DP network
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The following are the default settings for the addresses on the network:

e Address 0 is reserved for the SIMATIC PG.

e Address 1 is the default setting for an Operator Panel (MMI)

o  Address 2 is the default setting for a PLC

o Addresses 3 to HSA (highest station address) are freely available

Note:

Both the MPI and the PPI protocols can be used on the same network, e.g., ST1 with ST2 and
ST4 using PPl and ST3 with ST5 using MPI. For this to work, the baud rate and the HSA of all
the stations on the network must match.

Communication parameters

Addresses

Addresses are assigned based on SIMATIC syntax conventions. All common data types are
supported.

Address syntax without station number Data Block

A %d.%d
Output (digital)

AB %d.%d

E %d.%d Input (digital)

EB %d.%d

M %d.%d

MB %d.%d
Marker

MW %d.%d

MD %d.%«d

V %d.%d

VB %d.%d
Variable memory

VW %d.%«d

VD %d.%d

Tab. 33 Supported addresses without station number
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Address syntax with station number

Data Block

ST %d: A %d.%d

Output (digital)

ST %d: AB %d.%d

ST %d: E %d.%d

ST %d: EB %d.%d

Input (digital)

ST %d: M %d.%qd

ST %d: MB %d.%d

ST %d: MW %d.%d

ST %d: MD %d.%qd

Marker

ST %d: V %d.%d

ST %d: VB %d.%d

ST %d: VW %d.%d

ST %d: VD %d.%d

Variable memory

Tab. 34 Supported addresses with station number

Wildcard %d stands for a decimal number than must be entered when setting the addresses for the
individual tags. ST stands for the station number on the network. If a station number is not specified
when assigning addresses, the default station number from the "PLC Selection and Configuration”

dialog box will be used.

PLC Selection & Configuration x
[Select additional communication] -
Selected communications:
Model Interface Description
0 Persistent Tag Storage Local GRS-Local
1 A, Bradley - MicroLogix - EtherNet/TP Ethernet
2 Siemens - Industrial Ethernet ~ Ethernet
Information: PLC Parameters:
MPI/PROFIBUS Station No: MPI/PROFIBUS Station No.: 23
Station number of the routing station in the routed network. Default Station No:
MPI/PROFIBUS 57-5ubnet-ID: S7-5ubnet-Id of the routed network. Status Refresh [s]: 03
Use the XXXX-XXXX format. Default Slat: 24
IP Address or Hostname™* of the routing station. Startup Delay [s]: 0z
IP Address or Hostname: 192,168.1.1
Default Slot: Placement of the message target CPU. 0
Rack 015 slot 1 to 31; Rack 1is slot 33 to 63; etc. L FHERE IS g fo27-0001
Min, Cyde Time [ms]: 50 3
The routing station is a CPU, CPU with PROFIBUS CP or panel with 57 PG Router. Endian Mode: Bigendan  +
The routing station is accessed by addressing "MPI/PROFIBUS Station No™, = = 5
Memory alignment inside structures: Siemens -
=*Refer to the 'Windows CE' documentation for further information about the network name resolution.
Documents: Additional Parameters:
- MN04802059Z-DE, M000911 (german) |
- MNO4802059Z-EN, M000935 (english)
oK Cancel
A
Fig. 80 PLC Selection & Configuration — Station number 2
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If a station number is specified when assigning the tag's address, the default station number from the
"PLC Selection and Configuration" dialog box will not be used for the tag.

Tags ® || [ startmask x
I:H [type here to filter] X . - -
+ ™ 0: GRS-Local
£ 1 1: A, Bradley - MicroLogix - EtherNet/IP - ScreenName\
E] . . ..
- N ™ 2: Siemens - Industrial Ethernet Properties 'VB135_Pot o
V' ABO
—| by Limits A
S by DB10_DEE10
- by EBO /! signed Open Limit
—
o by MB1 —_—
[l b . -
& i by vB1 Default: 03
@ by vB136_Poti Maximum: 127
- + M #: Internal tags Upper Limit:
@ | » a0 §: System Tags
2 Lower Limit: -128
=
& Minimum: -128
F Tag Address A
= W active Syntax DB %d.DBB%d -
£ oezoe3t
. DB {0-65534) 2
]| \DBE (0-65534) 31
=
5‘:
@
W/ Read at startup =
1 Poling Polling Rate [s]: o5
M ‘Write on demand
[l

Fig. 81 Setting an address — VB136

12.2.2 Strings

There are two generations of S7-200 controllers, hereafter referred to as CPU-21x and CPU-22x. A
string tag can be declared as a "char array" and as a "STRING" type in both PLC generations.

Example:
"Hello World' Char array
“Hello World* STRING

The difference is in the single/double quotation marks.
CPU-21x controllers will store both string types as null-terminated strings in their memory.

In contrast, CPU-22x controllers will only store char array tags as null-terminated strings. STRING
variables will instead be stored as Pascal strings.

Due to these differences, STRING tags for CPU-22x controllers are not supported in Galileo.
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Memory Alignment

Please refer to the Galileo online help.

Set up communication to SIMATIC S7 /200 PPI device

Setting up communication - SIMATIC S7 /200 PPI

PLC Selection & Configuration X

[Select additional communication] -

Selected communications:

Mode! Interface Description
0 ESiemens -PPL hd Profibus
Information: PLC Parameters:
Use the original profibus communication cable from SIEMENS. MMI Station No.: 13
: . -
For bus termination use the switches on the cable conntector case. REfiEStation o: 25
Status Refresh [g]: 10 %
5 - HSA (15, 31, 63, 126): 314
ocuments: i
- MN048020582-DE, MO0 1494 (german) Min. Cyce Time [ms]: 503
- MN048020582-EN, M001850 (english) 5 Endian Mode: Big endian -
Baudrate: 9600

Memory alignment inside structures: 4 Byte (DWord)

Additional Parameters:

OK Cancel

Fig. 82 PLC Selection and Configuration — SIMATIC S7 /200 PPI

Baud Rate
9.6 kB, 19.2 kB, and 187.5 kB are supported. The baud rate must match the baud rate setting for all

stations on the network.
Highest Station Address (HAS)

The setting specifying the highest station address is used to optimize the PROFIBUS network. This
setting must match the setting for the highest station address on the subnet in STEP 7-Micro/WIN in
the CPU configuration for a CPU interface. The following values are valid: 15, 31, 63, and 126.

Status Refresh
Please refer to the Galileo online help.
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12.31.4 MMI Station No.

The panel's station number on the PROFIBUS network. The number must fall within a range of 1 to
HSA. Moreover, it is necessary to make sure that every node is assigned a unique address.

If necessary, check in "Communication" on the PG to see which addresses have already been
assigned.

12.31.5 Default Station No.
See addressing.

12.3.2 Fault messages

If there is a communication error, a variety of system fault messages may be generated. In turn,
these system fault messages provide a variety of information:
e The address, followed by the block size in bytes, specifies the tag or tag blocks on which
the error has occurred.

e The communication name corresponds to the "Description” field in the "PLC Selection and
Configuration" dialog box, and is used to identify the communication channel on which a
problem has occurred.

e  The station number after ST# is the address for the affected PLC (CPU).

e The additional information may point out a potential error cause using cleartext. However,
this information may also be generated by deeper software layers. In other words, users
who are not extensively familiar with the system may not be able to always interpret the
contents of this additional information. Regardless, the troubleshooting procedure will
remain the same in all cases.

l Additional Error information

Description | |Station number

Fig. 83 SIMATIC S7 /200 PPI - Fault messages

12.3.3 Bug Fix

We recommend checking the following:
e  Check the wiring and connections on the panel and PLC.
e  Check the baud rate and HSA settings. These settings must be identical on all nodes.
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e  Check the station addresses on the network. Is the station number shown in the system
fault message present and reachable on the PROFIBUS network? Each address must only
be found once on the network.

e Does the address for the tag shown in the system fault message exist in the corresponding
station?

e Are communications overloaded?
e  Can the PLC (CPU) be reached with the PG?

If the problem continues, please contact our Customer Support staff at automation@eaton.com.
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13.1 Function principle

Beckhoff TwinCAT communication

Function principle

A Beckhoff TwinCAT PLC device is connected to a computer or panel running GRS directly by
Ethernet. Communication is implemented via TCP/IP, Port 48898 (0xBF02). The basic
communication procedure is described in the Beckhoff documentation for TwinCAT ADS under
“Introduction ADS".

Fig. 84 shows a setup connecting two panels with a Beckhoff TwinCAT device. The IP addresses and
AmsNetld’s are shown as examples. It is important that each device is assigned a unique IP address
and AmsNetld. The AmsNetlds of the panels are per default the same as the respective IP address
with the suffix “.1.1”.

The AmsNetld of the Beckhoff device can be adjust using the Beckhoff TwinCAT programming
software.

Panels

IP 192.168.0.30

IP 192.168.0.31
AmsNetld 192.168.0.30.1.1

AmsNetld 192.168.0.31.1.1

IP 192.168.0.39
AmsNetid 5.0.1.138.27.1.1

Fig. 84 Example shows how IP addresses and AmsNetld’s are addressed within a setup connecting two panels with a Beckhoff
TwinCAT device over Ethernet.

Tag addressing

The address format is defined by the CODESYS syntax. The following typical address types are
supported:

m  <tag>
B <tag>.<arrayindex>[]
B <struct>.<tag>

B <struct>.<tag>.<arrayindex>[]
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B <prog>.<tag>

B <prog>.<tag>.<arrayindex>(]

B <prog>.<struct>.<tag>

B <prog>.<struct>.<tag>.<arrayindex>|]

The tag variables are addressed in Galileo and in the PLC via the symbolic names in accordance with
I[EC61131-3.

Properties "counter’ [= I |
Lirviiks
Tag Address ~

wf Ackive Syntax | el o

<tag=%s, <array indesxs=[%d]
<progi <prog=%es, <kag=ths

<prog=Yes. <bagsYes, Sarray indes [ Yad]
std. Mame <prog=Yes. <strucb>%es, <tags=Tes

<prog=%es, <struth =S, <hag =%s, <array index =[%d]
shruck=%s, <bag=%s
<struck=%s, <bag=%s., <array indesx[%d] v

Fig. 85 Available address formats for Beckhoff TwinCAT communication

Importing Tags

TwinCAT 2
Importing tags from a TwinCAT 2 project works similar to CODESYS V2 see 5.2 and 5.3.

TwinCAT 3

Obtaining the import file

To import tags from your existing TwinCAT3 project you first need to generate a PLCopenXML file:
1. Open your project/solution in the TwinCAT3 XAE software.

2. Right click on project you wish to export tags from as shown on the image bellow. If
you wish to export only part of the project it is possible by right-clicking directly on
DUTSs, GVLs, POUs.

3. Click on the “Export PLCopenXML..." option.

4. Specify the file name and location and click on save button.

Communications 01/2018 MN048019ZU-EN  www.eaton.com 111



13.3.2.2 Import process

112

13 Beckhoff TwinCAT communication
13.3 Importing Tags

Selution Explorer * 0 x

_; Solution TwinCAT ProjectPLC2' (1 project)
s [F TwinCAT ProjectPLC2
4 @l svsTEM
I% License
@ Real-Time
4 % Tasks
[E7 PlcTask
5% Routes
TcCOM Objects
MOTION
4 PLC
a il TestProject

» O Login

> 2 Build

“ 5 Rebuid

Check all objects

Clean

Add 3
Import PLCopenXML...

Export PLCopenXML...

B E

Save as library ...

1 Save as library and install ...
(45| SAFETY Properties Alt+Enter

ed c-+
4 FHro
*é Devices

&7 Mappings

Fig. 86 Generating a PLCopenXML file in TwinCAT3 AEX software.

The PLCopenXML file can be used to import tags into a Beckhoff — TwinCAT communication.
Following table shows how each of the TwinCAT3 objects is imported.

TwinCAT3 Handling

Union Imported as user defined type (same as TC3 “Structure”).

Enumeration Imported as underlying type which is SINGED WORD if not defined
otherwise.

Structure Imported as user defined type.

Alias Aliases are not imported. Instead the tags that in TC3 have alias as its type

are imported directly as the base type of the alias. Example:

TYPE message:STRING[50];
END_TYPE;
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Any instance of type “message” is imported directly as STRING[50].

Tag in global vari-able Structure named same as the GVL is created and filled with its tags. The
list (GVL) structure is not active (has no address).

Tag in program Structure named same as the program is created and filled with its tags. The
structure is not active (has no address). The addresses of all the tags in this
structure start with the name of the program. So if there was a tag Xin
program PRG the tag will have address PRG.X.

Tags with inter-face as Not imported. Warning shown.

base type
Inheritance TC3 Structure X extends structure Y.
. Structure X has members { A, B, C}.
. Structure Y has members { D, E, F }.
Structure X is imported as UDT with members {D, E, F, A, B, C}
Pointer Not imported. Warning shown.
Reference Not imported. Warning shown.

64bit types (LTIME,  Not imported. Warning shown.
LWORD, LINT, ULINT,
LREAL)

TIME, TIME_OF_DAY, Imported as DWORD.
DATE,
DATE_AND_TIME

Setting up communication with a Beckhoff TwinCAT device

To add a new communication to a Beckhoff TwinCAT device, open the “PLC Selection &
Configuration” dialog and choose from the drop down menu the “Beckhoff - TwinCAT TCP/IP”
communication. The “PLC Selection & Configuration” dialog will change and looks similar to the
image shown in Fig. 87.

Note:
Galileo supports multiple connections to Beckhoff TwinCAT devices.

Tab. 35 shows the available communication parameters and gives a short description of them.
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PLC Selection & Configuration

[Select additional cammunication]

Selected communications:
Model
0 Beckhoff - TwinCAT TCPJIP

Intetface Description

~* Ethernetl

Information: PLC Pararmeters:

For BC2000, the Madbus TCP protacal can be used. - Status Refresh [s]: o2

1P address or Hostname: Refer ko the "Windows CE' documentation RordNmbey; 895 &
AM3 Part Target: 10} R

AMS Met Id: Enker the AMS Net Id of the PLC Startup Delay [s]: o+

The &M3 Met Id of the Galileo Runtime System is automatically comp | | = IP Address or Hostname: 192.168.0.39

Example: IP Address = 192,168.64,88 -> AMS Met Id = 192.168.6 AMS Mek Id: 5.0.138.27.1.1

One can averide this behaviour by using the ClientAMSMetID parar Endian Mode: ;’Little Py =

ClientAMSMetID=10,10,10,10.1.1

to the 'Additional Parameters' text Figld,

Additional Parameters:

The AM3 Met Id of the Galileo Runtime System must be known toth

4

b

O Cancel

Fig. 87 “PLC Selection & Configuration” dialog with a TwinCAT communication

PLC Parameters

Comment

Status Refresh [s]

For a description of this parameter, please refer to the Galileo
documentation.

Port Number

The TCP port used by the PLC. Default is 48898.

AMS Port Target

The AMS port of the TwinCAT runtime system. The default is 801.
The port 801 is per default the “PLC RuntimeSystem 1” for
TwinCAT 2. However for TwinCAT 3 the “PLC RuntimeSystem 1”
port is per default 851. For further information see the TwinCAT 2
documentation [1] and TwinCAT 3 documentation [2].

Startup Delay [s]

For a description of this parameter, please refer to the Galileo
documentation.

IP Address or Hostname

The IP address or the host name of the Beckhoff TwinCAT device.
Example: 192.168.0.39

AMS Net Id

The AmsNetld of the Beckhoff TwinCAT device.

Example: 5.0.138.27.1.1

The AmsNetld can be found in the TwinCAT System Manager. An
exemplary view for the “System Manager” for TwinCAT 2 and
TwinCAT 3 is shown in Fig. 88 and Fig. 89, respectively.

Endian Mode:

This parameter defines how data is organized in the protocol. This
communication only supports “little endian” mode.

Tab. 35 Communication parameters
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. test1 - TwinCAT System Manager -

‘¥YM_HostMachine_2*

File Edit Actions Yiew Options Help

s RS 8 B e v R

L@ % B Qe [er]0 g @

o .
-[B¥ additional Tasks
- %% Route Settings
- TCOM Obiects
BA PLC - Configuration
- If - Configuration

----- - H@ 1/0 Devices

..... .. &8 Mappings

Yersion [Local] |Velsiun [Target] || B oot Settings [Targel]l

f‘ TwinCAT System Manager
ot} w2.11 [Build 2268]

Choose Target System

B | 10490 27 20 4 49

I 9 comet [1013022381 1]

g Cx_00841E (5013827.1.1) f 3.

T T e T . 1.1]

0K

Search [Ethernet]...

Search [Fieldbuz)...

Fig. 88 Find the AmsNetld for a Beckhoff device using the TwinCAT 2 System Manager

Saolution Explarer
'; Solution 'commtest' (1 project)
-k

o @ ReakTime
- B Tasks

- [E PleTask
=l= Roukes

[EH] Tecom objects
ez MoTION

MAIN Project

- [ External Types
- [+d] References

- [ ouTs

- CJ GVLs

MAIN commtest >

General | Seftings || D ata Types || Interfaces || Functions|

[ TwinCAT System Manager
¥3.1 [Build 4103)

Choose Target System

2. | (ChooseTage )

Search (Ethemet]...

Search [Fieldbuz]...

Fig. 89 Find the AmsNetld for a Beckhoff device using the TwinCAT 3 System Manager

The AmsNetld

On a TwinCAT device the exchange of data is handled via the AMS Message Router (Automation
Message Specification). This manages and distributes all messages in the system via TCP/IP
connections. TwinCAT Message Routers are provided on every TwinCAT device.

The Message Router must know the AmsNetld of its communication partner, i.. in this case the
AmsNetld of the GRS (Galileo Runtime System) instance.

Note:

The AmsNetld of the GRS is the same as the respective IP address with the suffix “.1.1”.
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13.5.1 Adding the AMS route of the panel to the Beckhoff TwinCAT device
There are basically two ways to add an AMS route to the Beckhoff TwinCAT device. Both possibilities
will be briefly explained in the next two section.

13.5.1.1 Within the TwinCAT System Manager

The AMS route to the panel can be added within the TwinCAT programming software. After choosing
the correct TwinCAT device target, one has to perform the steps as shown in Fig. 90 at the example
of the TwinCAT 3 programming software. (The steps for TwinCAT 2 are similar.)

1. Switch to the “Routes” menu.
2. Click in the “Current Routes” tab to the “Add” button.

3. Enter the routes name, the AmsNetld and IP address of the GRS (Galileo Runtime
System).

4. Click the “Add Route” button.
The entry is then transferred to the PLC.

Solution Explorer > 03X mamn

commtest <

| Solution ‘commtest’ (1 praject)
=l commtest

= (@l svsTEM
i License
@ RealTime
P

Current Routes | Static Routes | Proiect Routes | Metld

Route AmsNetld Addiess Type Comment

v
T Devices
&%, Mappings

<

I ) I 3 Femave
M Add Route Dialog X

] [ BrosdcastSeach |

(3

[_EnterHost Name /IP: | | | [ Refresh Status

Host Name Cornected | Address A4S Netld TwinCAT 05 Version Comment

< 3

Amshetid
Transport Type:

Addiess Info:
(O Hast Name

Floute Name [T arget]

Cannestion Timeout (s}

@ IPEdess

=

Target Route
) Project
O Static:

@ Temparary

[T
Remate Rout
(@ More
O Static
O Temporary

a

Add Route

N[ Clase

Fig. 90 Add an AMS route to a Beckhoff TwinCAT device from withn the TwinCAT 3 System Manager
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13.5.1.2 Directly on the TwinCAT device
In addition to the above described method, it is also possible to add the AMS route of the panel
directly to the Message Router on the TwinCAT device.

1. Remote connect to the TwinCAT device. E.g. by using the “CERHOST” application,
available from Beckoff [3].

2. Start the “TcAmsRemoteMgr” either by going into the directory “\Hard Disk\System” and
then click on the “TcAmsRemoteMgr” icon or by using the command line shell and type in

“TcAmsRemoteMgr”.
3. Then add the name, the AmsNetld and the IP address of the connection as shown in Fig.
91.
M CX_00BA1B =13
Fle Zoom Tools Help
[Fle Edit View Go Favorites | & TAEArNEE | %
éff-‘n.gdresshHard DiskySysten A
YA =2 == [T _ n i
% |
Local Computer CE400 CxAddUser C¥Confia  CHConfig... CxConfigD...
AMS Met Id; [5.0.138.27.1.1 B
| NB
yid
Remate Computers tartRas  CxSuspend DCOMCWRG  IPCONFIG  MFCCE400
LoopBack,

Gy
Add Remote Co e D

Regeadit REGSYRCE Startup
Mame: 3. IPaneI
2. I
ANS Met Id: |192.168.D.30.1.1 ﬁ % ] l

| add | Rl : Tl
Address: |192.168.u.30 A TcamsRe... fcansSerial  TchCalbli
_ T (e3
o tanspat ITCP,I'IP ha 1.

|:| Slows Connection

TcSoriptCe  TOOLHE

| oK | | Cancel

&75tart || system fams Remote conn... |@=I'p@;@,§ 6:40 PM
—

Fig. 91 Add an AMS route to a Beckhoff TwinCAT device from withn the device itself

13.6 Galileo Open and TwinCAT

13.6.1 Operating principle

Beckhoff uses an AMS router on each device. This AMS router maintains a single connection with
each AMS router of the other devices. GRS uses AMS and therefore communicates directly with the
AMS router of the target system. On the panel this has the benefit that a router does not have to be
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installed and configured. For a PC on which the AMS router is not required, the configuration is the
same as for a panel.

The AMS router runs on every PC that is running TC 3 Workbench (TwinCAT PLC Control) or
TwinCAT PLC. Additional configuration settings are required, if GRS is used on this kind of PC. As
the AMS router on the target system (TwinCAT PLC) only supports one AmsNetld per P address,
GRS must communicate with the AMS router via an additional AMS route. Depending on the
configuration of the installation, use the “Microsoft Loopback Adapter” or a second IP address on a
real network adapter.

TwinCAT PLC and GRS on the same PC

The use of Microsoft Loopback Adapter is recommended if GRS and TwinCAT PLC are installed on
the same PC. The Microsoft Loopback Adapter is a software that emulates a network card. Using the
Microsoft Loopback Adapter means that the communication between GRS and TwinCAT PLC does
not depend on the availability and function of the real network adapter or network.

In Fig. 92 a schematic diagram of an example setup is shown, illustrating the use of a loopback
adapter in addition to a physical network adapter in order to allow GRS to have its own AMSNetld,
while there is also a TwinCAT PLC running on the same machine with another AMSNetld.
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TC3 Workbench
AMS 192.168.1.130.1.1
'F AMS Router contains the routes:
IP 192.168.1.112 = AMS 5.0.138.27.1.1

-
&5 IP 192.168.1.130

L~
$ ETHERNET
Physical nework adapter ’ Loopback adapter
IP 192.168.1.112 ‘_,;i, IP 172.16.0.151
AMS Router contains the routes:
IP 192.168.1.130 = AMS 192.168.1.130.1.1  |euie GRS
IP172.16.0.151 =AMS 172.16.0.151.1.1 AMS 172.16.0.151.1.1

TwinCAT PLC l-’
AMS 5.0.138.27.1.1 | ==

Fig. 92 Example showing a schematic view using a physical network adapter together with a loopback adapter on the same PC
in order to allow GRS to have its own AMSNetld.

Installation of the Microsoft Loopback Adapter

A description of how to install and configure the Loopback Adapter can be found in section 2.1.

Declaring the AmsNetID of GRS
Enter the AmsNetld and the IP address in TwinCAT, as described in section 13.5.1.1.

m  The IP address must match the setting in the network properties of the Loopback Adapter. In the
given example this is 172.16.0.151.

m  The AmsNetld of the GRS is the same as the respective IP address with the suffix “.1.1". In
given example this is 172.16.0.151.1.1.
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Selecting the PLC in Galileo
In Gallileo also the IP address of the Loopback Adapter of the Beckhoff PLC must be set. The

followi

1.

4.

ng steps describe the required actions:

communication.

172.16.0.151.
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Set the other communication parameters.

The dialog should look similar to the image shown in Fig. 93.

[Select additional communication]

Selected communications:
Model Interface

0 Beckhoff - TwinCAT TCRIIP ~ Ethermetl

Information:

For BC2000, the Modbus TCP protocol can be used. -

IF address or Hostname: Refer to the “Windows CE' documentation

AM3 Met Id: Enter the 4M3 Net Id of the PLC

The AMS Net Id of the Galieo Runtime Systen is automatically camy

Example: IP Address = 192,168.64,838 -= AMS Met Id = 192.168.6

One can ovetide this behaviour by using the ClienkaMShetID paran
ClientaMshetID=10.10.10.10.1.1

to the ‘Additional Parameters' text field,

The AMS Met Id of the Galleo Runtime System must be known ta th

4 b

Fig. 93 Setting the AMSNetld and the IP address

FLC Parameters:
Status Refresh [s]:
Port Mumber:

AMS Port Target:
Startup Delay [s]:

IP Address or Hostname:

AMS Nt Id:
Endian Mode:

Additional Parameters:

Description

In the “PLC Selection & Configuration” dialog choose “Beckhoff — TwinCAT TCP/IP”

Enter the IP address of the Loopback Adapter. In the given example this is 172.16.0.151.

Enter the AmsNetld according to the settings in TwinCAT. In the given example this is

o2
43998 -
801 3
=
172.16.0,151
5.0.138.27.1.1
Little endian v

oK Cancel

Note:

The AMSNetld must only be used once. Galileo per default uses the AmsNetld consisting of
the IP address with the suffix “.1.1”. TwinCAT must not use this AmsNetld and must be
reconfigured accordingly in all cases.

TC3 Workbench (TwinCAT PLC Control) and GRS on the same PC

If GRS and TC3 Workbench (in the TwinCAT 2 environment this was called TwinCAT PLC Control)
are installed on the same PC, GRS must use its own IP address on the network adapter. An example
is illustrated in Fig. 94.
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TC3 Workbench
AMS 192.168.1.130.1.1

AMS Router contains the routes: .‘r GRS
IP 192.168.1.112 = AMS 5.0.138.27.1.1 AMS 192.168.1.88.1.1

|
IP 192.168.1.130 &E IP 192.168.1.88

’
s

1 ETHERNET

IP 192.168.1.112 *&'

&F

-

AMS Router contains the routes:
IP 192.168.1.130 = AMS 192.168.1.130.1.1
IP 192.168.1.88 =AMS 192.168.1.88.1.1

-

Fig. 94 Example showing a schematic view of how to setup up the IP addresses in order to run GRS and the TC3 Workbench
on the same PC.

TwinCAT PLC
AMS 5.0.138.27.1.1

13.6.3.1 Adding a Second IP Address to the Network Adapter

Section 2.2 explains how to add a second IP address to a Network Adapter.

13.6.3.2 Define the AMSNetld used by GRS

GRS, as well as TC3 Workbench, use per default the first IP address of the adapter. For GRS this
means that the constructed AMSNetld is derived from the IP address of the first adapter with the
suffix “1.1”. In order to change this behavior the AMSNetld used by GRS can be set directly in the
“Additional Parameters” entry field in the “PLC Selection & Configuration” dialog. An example is
shown in Fig. 95.
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PLC Selection & Configuration x

[Select additional communication] -

Selected communications:

Model Interface Description
0 Beckhoff - TwinCAT TCRIIF ~ Ethernetl
Information: FLC Parameters:
For BC2000, the Modbus TCP protocol can be used. - Status Refresh [s]: n 2
8 -
IF address or Hostname: Refer to the “Windows CE' documentation RotHunbe; 48895 o
AMS Port Target: g0l &
AMS Met Id: Enter the AM3 Met 1d of the PLC Startup Delay [s]: i
The AMS Net Id of the Galieo Runtime Systen is automatically camy IP Address or Hostname: 172.16.0.151
Example: IP Address = 192,168.64.88 -» AMS Met Id = 192,168.6 AMS Net Id: 5.0.138.27.1.1
One can ovetide this behaviour by using the ClienkaMShetID paran .
ClientAMSHeD=10.10.10.10.1.1 Ecariiode; Little endian M

to the ‘Additional Parameters' text field, Additional Parameters:

The AMS Met Id of the Galileo Runtime System must be known ko th _I ClienkaMsHetID=192,163.1,88.1.1 I

4 b

Cancel

Fig. 95 Changing the AMSNetld used by GRS

13.6.3.3 Configuring the AMS Router of the Target System

To add an AMS route to the target system one can follow the step shown in section 13.5.1.

In the given example the parameters to be added would be 192.168.1.88.1.1 for the “AMS Net Id”
and 192.168.1.88 for the “Address” field, as illustrated in Fig. 96.
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I CX_00BA1B

File Zoom Tools Help
[Ele Edit view Go Favorites ” L 7 X = | %
Ac_ldressl\Hard Disk\System A
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A 400 CxAddUser C¥Config  CConfig... CxConfigD...
Local Computer .
TR I 7S e
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Ras  CxSuspend DCOMCMFG  IPCOMFIG  MFCCESO0
Rermote Computers
4 y
Mot Regeadit REGSWRCE Startup
A M5 Met Id: 192.168.1,68.1.1 m’m
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|: |:| Sloww Connection
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Fig. 96 Add AMS route to GRS
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Tag name or address

/

"

Fault message /

Interface, protocol
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